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Preface

Audience and Purpose
This guide is intended for system and network administrators charged with installing and
maintaining a SnapCLOUD server7.6 on Microsoft Azure. It provides information on the
installation, configuration, security, and maintenance of the SnapCLOUD server.
Administrators should be familiar with the basic concepts and tasks of multi-platform
network administration and management of Microsoft Azure virtual machines using the
Azure portal.
This guide also provides information on the following utilities and software components:
•

The SnapCLOUD Web Management Interface

•

SnapServer Manager (SSM)

Product Documentation & Software Updates
SnapCLOUD product documentation and additional literature are available online, along
with the latest release of the SnapCLOUD operating system.
Point your browser to either:
http://community.sphere3d.com/community/documentation/snapcloud
http://community.overlandstorage.com
Follow the appropriate link on that page to download the latest software file or document.
For additional assistance, search at support@sphere3d.com.

Technical Support
For help configuring and using your SnapCLOUD, email our technical support staff at:
support@sphere3d.com
You can get additional technical support information on the Contact Support web page at:
http://docs.overlandstorage.com/support
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Japanese Voluntary Control Council for Interference (VCCI)

Conventions
This document exercises several alerts and typographical conventions.
Convention

Description & Usage

WARNING

A Warning contains information concerning personal safety. Failure to follow
directions in the Warning could result in bodily harm or death.
WARNUNG Eine Warnung enthält Informationen zur persönlichen Sicherheit. Das
Nichtbeachten der Anweisungen in der Warnung
kann zu Verletzungen oder zum Tod führen.
ADVERTISSEMENT Un avertissement contient des informations relatives à la sécurité
personnelle. Ignorer les instructions dans
l'avertissement peut entraîner des lésions corporelles ou la mort.

CAUTION

A Caution contains information that the user needs to know to avoid
damaging or permanently deleting data or causing physical damage to
the hardware or system.

IMPORTANT

An Important note is a type of note that provides information essential to
the completion of a task or that can impact the product and its function.

Item_name

Words in this special boldface font indicate the names of buttons or page
names found in the Web Management Interface.

Ctrl-Alt-r

This type of format details the keys you press simultaneously. In this
example, hold down the Ctrl and Alt keys and press the r key.

NOTE

A Note indicates neutral or positive information that emphasizes or
supplements important points of the main text. A note supplies
information that may apply only in special cases, for example, memory
limitations or details that apply to specific program versions.

Menu Flow
Indicator (>)

Words with a greater than sign between them indicate the flow of actions
to accomplish a task.
For example, Setup > User > Password indicates that you should click the
Setup tab, then the User secondary tab, and finally the Password button
to accomplish a task.

Courier Italic

A variable for which you must substitute a value.

Courier Bold

Commands you enter in a command-line interface (CLI).

Information contained in this guide has been reviewed for accuracy, but not for product
warranty because of the various environments, operating systems, or settings involved.
Information and specifications may change without notice.

10400701-001

©2015 Sphere 3D Corp.

4

Contents

Preface
Conventions ................................................................................................................................................................. 4

Chapter 1: Overview
SnapCLOUD Specifications ...................................................................................................................................... 10
Use SnapServer Manager with SnapCLOUD ........................................................................................................... 11
SnapServer Manager Installation ....................................................................................................................... 12

Chapter 2: Initial Setup and Configuration
Best Practices ............................................................................................................................................................. 13
Azure VM Creation Procedure ................................................................................................................................. 13
Attach Disks ................................................................................................................................................................ 16
Connect for the First Time ......................................................................................................................................... 17
Set Up a New SnapCLOUD ....................................................................................................................................... 18
Step 1 – Enter General Information .................................................................................................................... 19
Step 2 – TCP/IP Configuration ............................................................................................................................. 20
Step 3 – Configure Storage ................................................................................................................................. 20
Step 4 – Setup Completion ................................................................................................................................. 23
Step 5 – Register Your SnapCLOUD .................................................................................................................... 24
Step 6 – Site-to-site VPN ....................................................................................................................................... 24
Step 7 – Schedule Data Protection Tasks .......................................................................................................... 25
Web Management Interface ................................................................................................................................... 26
Alert Messages ..................................................................................................................................................... 28
Mouseover Messages .......................................................................................................................................... 28
Site Map ................................................................................................................................................................ 29
Contact, Hardware & Software Information .................................................................................................... 30

Chapter 3: Server
Server Name ............................................................................................................................................................... 32
Date/Time ................................................................................................................................................................... 33
Secure Shell ................................................................................................................................................................ 34
Disable SSH ............................................................................................................................................................ 35
Connect to the CLI using SSH ............................................................................................................................. 35

Chapter 4: Network Settings
Network Information .................................................................................................................................................. 37
TCP/IP Networking ..................................................................................................................................................... 39
Configuring Port Properties ................................................................................................................................. 39
Windows/SMB Networking ........................................................................................................................................ 40
Support for Windows/SMB Networking .............................................................................................................. 41
10400701-001

©2015 Sphere 3D Corp.

5

SnapCLOUD Version 7.6 Administrator’s Guide

Contents

Support for Windows Network Authentication ................................................................................................. 42
Configure Windows/SMB Networking ................................................................................................................ 43
Apple Networking (AFP) ............................................................................................................................................ 47
AFP Configuration Considerations ..................................................................................................................... 47
Edit AFP Access .................................................................................................................................................... 48
NFS Access .................................................................................................................................................................. 49
Assigning Share Access to NFS Users .................................................................................................................. 49
Enable NFS Access to the Server ........................................................................................................................ 50
Configure NFSv4 Access ..................................................................................................................................... 50
LDAP/NIS ..................................................................................................................................................................... 52
LDAP vs. NIS Overview ......................................................................................................................................... 52
Configuring LDAP ................................................................................................................................................. 52
Configuring NIS ..................................................................................................................................................... 53
FTP/FTPS Access .......................................................................................................................................................... 54
Supported FTP Clients .......................................................................................................................................... 55
To Configure FTP/FTPS Access ............................................................................................................................. 55
To Connect via FTP/FTPS ...................................................................................................................................... 56
SNMP Configuration .................................................................................................................................................. 56
Default Traps ......................................................................................................................................................... 57
Supported Network Manager Applications and MIBs ..................................................................................... 57
Configure SNMP ................................................................................................................................................... 58
Web Access ................................................................................................................................................................ 59
Configuring HTTP/HTTPS and Web Root ............................................................................................................. 59
Using Web Root to Configure SnapCLOUD as a Simple Web Server ............................................................. 60
iSNS Configuration ..................................................................................................................................................... 62

Chapter 5: Storage
Storage Pools .............................................................................................................................................................. 64
Attach Disks to the Storage Pool ........................................................................................................................ 64
Storage Pool Properties ....................................................................................................................................... 65
View Disks from Storage Pool Properties Page ................................................................................................. 66
Storage Pool Deletion .......................................................................................................................................... 67
Storage Pool Creation ......................................................................................................................................... 69
Volumes ...................................................................................................................................................................... 72
Volume Creation .................................................................................................................................................. 73
Volume Properties ................................................................................................................................................ 74
Volume Deletion .................................................................................................................................................. 76
Snapshots .................................................................................................................................................................... 77
Create Snapshots ................................................................................................................................................. 78
Adjust Snapshot Space ....................................................................................................................................... 82
Access Snapshots ................................................................................................................................................. 83
Schedule Snapshots ............................................................................................................................................. 83
Snapshot Properties ............................................................................................................................................. 84
iSCSI Disks .................................................................................................................................................................... 84
Configure iSCSI Initiators ...................................................................................................................................... 85
SnapCLOUD iSCSI Configuration ........................................................................................................................ 85
Create iSCSI Disks ................................................................................................................................................. 88
Edit iSCSI Disk Properties ...................................................................................................................................... 91
Delete iSCSI Disks .................................................................................................................................................. 92
Configure VSS/VDS for iSCSI Disks ....................................................................................................................... 92
Disks ............................................................................................................................................................................. 95
10400701-001

©2015 Sphere 3D Corp.

6

SnapCLOUD Version 7.6 Administrator’s Guide

Contents

Caveats for Attaching Disks ................................................................................................................................ 95
Attach Disk Drives ................................................................................................................................................. 96

Chapter 6: Security Options
Security Considerations ............................................................................................................................................. 98
Guidelines for Local Authentication .................................................................................................................. 98
User and Group ID Assignments ......................................................................................................................... 99
External vs. Internal Access ................................................................................................................................. 99
Security Guides ........................................................................................................................................................ 100
Security Guide for Windows Active Directory ................................................................................................. 100
Security Guide for Entire Volume Access ........................................................................................................ 101
Security Guide for Folder Access on Volume ................................................................................................. 102
Shares ........................................................................................................................................................................ 103
Create Shares ..................................................................................................................................................... 104
Edit Share Properties .......................................................................................................................................... 106
Delete Shares ...................................................................................................................................................... 108
Configure Share Access .................................................................................................................................... 109
Local Users ................................................................................................................................................................ 117
Create a User ...................................................................................................................................................... 118
Edit User Properties ............................................................................................................................................. 119
Manage Local User Password Policies ............................................................................................................. 120
Assign User to Group .......................................................................................................................................... 122
Delete Local User ............................................................................................................................................... 123
Local Groups ............................................................................................................................................................ 124
Create New Group ............................................................................................................................................ 125
Edit Group Properties ......................................................................................................................................... 126
Specify Users in Group ....................................................................................................................................... 127
Delete Group ...................................................................................................................................................... 128
Security Models ........................................................................................................................................................ 129
Volume Security Models Management .......................................................................................................... 129
ID Mapping ............................................................................................................................................................... 131
Add Mapping ..................................................................................................................................................... 131
Change Mapping .............................................................................................................................................. 133
Use Auto Mapping ............................................................................................................................................. 135
Remove Mappings ............................................................................................................................................. 135
Remove Missing ID Mappings ........................................................................................................................... 137
Update Filesystem .............................................................................................................................................. 137
Home Directories ...................................................................................................................................................... 138
Configure Home Directories ............................................................................................................................. 139

Chapter 7: System Monitoring
System Status ............................................................................................................................................................ 142
Active Users .............................................................................................................................................................. 143
Open Files ................................................................................................................................................................. 144
Network Monitor ....................................................................................................................................................... 145
View Usage ......................................................................................................................................................... 146
Graph Options .................................................................................................................................................... 148
Download Usage Records ................................................................................................................................ 148
Event Log .................................................................................................................................................................. 149
Filter the Log ........................................................................................................................................................ 150

10400701-001

©2015 Sphere 3D Corp.

7

SnapCLOUD Version 7.6 Administrator’s Guide

Contents

Chapter 8: Maintenance
Shutdown and Restart ............................................................................................................................................. 152
Disaster Recovery .................................................................................................................................................... 152
Back Up Server and Volume Settings .............................................................................................................. 153
SnapDRImage File and Volume-Specific Files ................................................................................................ 153
System Settings Recovery .................................................................................................................................. 155
Volume and Storage Pool Security Settings Recovery .................................................................................. 156
Replacing or Cloning a Server .......................................................................................................................... 157
Data Import .............................................................................................................................................................. 158
Set Up a Data Import Job ................................................................................................................................. 159
Stop an Import Job ............................................................................................................................................ 161
Recreate an Import Job .................................................................................................................................... 161
Preserve Permissions ........................................................................................................................................... 162
OS Update ................................................................................................................................................................ 163
Update the SnapCLOUD OS ............................................................................................................................. 163
Update Notification Option .............................................................................................................................. 165
Last OS Update ................................................................................................................................................... 167
Support ...................................................................................................................................................................... 167
Register Your SnapCLOUD ................................................................................................................................ 168
Maintenance Tools .................................................................................................................................................. 170
Email Notification ............................................................................................................................................... 171
Host File Editor ..................................................................................................................................................... 173
Check Filesystems .............................................................................................................................................. 174

Chapter 9: Misc. Features
Home Pages ............................................................................................................................................................. 178
Home Page ......................................................................................................................................................... 178
Administration Page .......................................................................................................................................... 181
SnapExtensions ......................................................................................................................................................... 183
Sync ..................................................................................................................................................................... 183
Snap EDR ............................................................................................................................................................. 186
Snap Finder ............................................................................................................................................................... 188
Edit Snap Finder Properties ................................................................................................................................ 190
Finder Icons ......................................................................................................................................................... 190
Change Password ................................................................................................................................................... 191
Change Password Procedure .......................................................................................................................... 191
Management Interface Settings ............................................................................................................................ 192

Appendix A: Backup Solutions
Backup and Replication Solutions ......................................................................................................................... 194
Snap Enterprise Data Replicator ............................................................................................................................ 194
Snap EDR Usage ................................................................................................................................................. 195
Configure Snap EDR .......................................................................................................................................... 195
Schedule Jobs in Snap EDR ............................................................................................................................... 195
Backup via SMB, AFP, or NFS .................................................................................................................................. 196
Off-the-Shelf Backup Solutions ............................................................................................................................... 196

Appendix B: Security and Access
Security Model Rules ................................................................................................................................................ 197
Security Model Management ................................................................................................................................ 198
10400701-001

©2015 Sphere 3D Corp.

8

SnapCLOUD Version 7.6 Administrator’s Guide

Contents

Special Share Options ............................................................................................................................................. 198
Hide Shares ......................................................................................................................................................... 198
Share Level Permissions ..................................................................................................................................... 199
Where to Place Shares ...................................................................................................................................... 199
File and Share Access ............................................................................................................................................. 199
NFS Share Access ............................................................................................................................................... 199
Snapshot Access ................................................................................................................................................ 200
Snapshot Shares and On Demand File Recovery .......................................................................................... 200
Create a Snapshot Share .................................................................................................................................. 200
File-level Security ...................................................................................................................................................... 201
Security Personalities and Security Models ..................................................................................................... 201
Windows ACLs .................................................................................................................................................... 201

Appendix C: SnapCLOUD Ports
Appendix D: Command Line Interface
SnapCLI Syntax ......................................................................................................................................................... 206
SnapCLI Procedures ........................................................................................................................................... 207
Scripts in SnapCLI ..................................................................................................................................................... 208
Run a SnapCLI Script .......................................................................................................................................... 208
Sample Script ...................................................................................................................................................... 208

Index

10400701-001

©2015 Sphere 3D Corp.

9

Overview

Chapter 1

SnapCLOUD is a hybrid-cloud ready virtual NAS appliance built on Microsoft Azure with
enterprise-grade data management capabilities. Built on the same enterprise-hardened
GuardianOS, SnapCLOUD supports critical performance and capacity features like high
performance snapshots, replication, and block and file-level access.
It also meets all stringent enterprise business continuity needs through enterprise wide access
to always available shared storage, and seamless integration with existing back up and
disaster recovery (DR) policies.
SnapCLOUD is unique in unifying data manageability, access control and replication between
physical data center and public cloud, to enable the hybrid cloud architecture.
Topics in Overview:
•

SnapCLOUD Specifications

•

Use SnapServer Manager with SnapCLOUD

SnapCLOUD Specifications
These specifications apply to SnapCLOUD servers running the SnapCLOUD operating
system:

10400701-001

Feature

Specification

Network Transport Protocols

• TCP/IP (Transmission Control Protocol/Internet Protocol)
• UDP/IP (User Datagram Protocol/Internet Protocol)

Network File Protocols

• Microsoft Networking (CIFS/SMB1/SMB2)
• Unix Network Filesystem (NFS) 2.0/3.0/4.0
• Apple Filing Protocol (AFP) v2.0/v3.1/3.2. (AFP v 3.2 ACLs and
extended attributes not supported.)
• File Transport Protocol (FTP/explicit FTPS such as FTPES or Auth
TLS)
• Hypertext Transfer Protocol (HTTP/HTTPS)

©2015 Sphere 3D Corp.
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Feature

Specification

Network Security

• Microsoft Active Directory Service (ADS) (member server)
• Unix Network Information Service (NIS) user/group UID/GID
translation
• LDAP user/group UID/GID translation
• File and Folder Access Control List (ACL) Security for Users and
Groups
• Transport Layer Security (TLS 1.0-1.2)
• Target Challenge Handshake Authentication Protocol (CHAP) for
iSCSI
• SMTP Authentication and support for email encryption (STARTTLS
and TLS/SSL encryption protocols)

Network Client Types

• Microsoft Windows 2003/2003 R2/2008 SP2/2008 R2 /XP SP3/
Vista SP2/7/8/2012
• Mac OS X 10.5/10.6/10.7/10.8/10.9
• Sun Solaris 10 and 11
• HP-UX 11
• AIX 5.3/6
• Red Hat Enterprise Linux (RHEL) 4.x/5.x/6.x
• Novell SuSE Linux Enterprise Server (SLES) 10.x/11.x

Data Protection

• Snapshots for immediate or scheduled point-in-time images of the
server filesystem
• Support for local backup with Symantec NetBackup/Backup Exec
Remote Media Server for Linux
• Support for network backup with Symantec NetBackup/Backup
Exec, CA ARCserve, or EMC NetWorker
• APC® brand Uninterruptible Power Supply (UPS) with Network
Management Cards, a USB interface, or a serial interface (with USBto-Serial adapter) are supported for graceful system shutdown

DHCP Support

• Supports Dynamic Host Configuration Protocol (DHCP) for automatic
assignment of IP addresses

System Management

• Browser-based administration tool called the Web Management
Interface
• SnapServer Manager utility (platform independent)
• SnapCLI for volume system deployment
• SNMP (MIB II and Host Resource MIB)
• Email event notification and SNMP trap notification
• Data importation (migration)

Use SnapServer Manager with SnapCLOUD
SnapServer Manager (SSM) is a Java-based application that runs on all major client systems.
SSM provides a single screen from which administrators can discover all SnapServer
appliances, SnapCLOUD servers, REO appliances, SnapSAN arrays, SnapScale clusters, and
SnapScale Uninitialized nodes (that is, nodes that are not part of a SnapScale cluster) on their
network.

10400701-001
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Server Status Bar

List of
Groups

List of Units

Operation Status Bar

SnapServer Manager Installation
You can download and install SSM by navigating to the Overland Storage NAS website and
downloading the SnapServer Manager executable file. SSM can be installed to several client
platforms, including Windows, Mac OS X, and Linux.
Refer to the SnapServer Manager User Guide for details on discovering and configuring
SnapCLOUD servers.
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Initial Setup and Configuration

Chapter 2

This section covers the initial setup and configuration of a SnapCLOUD server acquired
through Microsoft Azure Marketplace.
Topics in Setup and Configuration:
•

Best Practices

•

Azure VM Creation Procedure

•

Attach Disks

•

Connect for the First Time

•

Set Up a New SnapCLOUD

•

Web Management Interface

Best Practices
NOTE: It is highly recommended that you review the SnapCLOUD FAQs on our support site:
http://community.sphere3d.com/community/documentation/snapcloud/frequently-askedquestions-snapcloud
SnapCLOUD serves as a standard multi-protocol network attached storage server. It can be
accessed over the external Internet through an Azure Public IP Address and using inbound
firewall rules for specific protocols, or accessed directly through its internal interface on an
Azure virtual network. Secure file access should normally be performed through its internal
interface to serve storage to other virtual machines on the same virtual network or to your
local network connected to the virtual network through a VPN.

Azure VM Creation Procedure
These steps refer to the general procedure to create a new SnapCLOUD virtual machine in
Azure.
1. Go to the SnapCLOUD Azure Marketplace page:
http://azure.microsoft.com/en-us/marketplace/partners/sphere3d/snapcloud-standard/

10400701-001
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Scroll down the page to see the pricing for the Tiers to decide which you want to use.
2. Click Create Virtual Machine to start the creation of your SnapCLOUD virtual machine
(VM).
3. Log into the Azure Marketplace:

Enter your email and password for your Microsoft Azure account, and click Sign in.
NOTE: If you do not yet have an Azure account, log into your Microsoft account and create an
Azure account. Otherwise, create a Microsoft account and then an Azure account.
4. Follow the website steps to reach the SnapCLOUD provisioning page and configure
your VM.
This table details some of the options that must be addressed:

10400701-001
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Option on Page

Description

Name

This is the name of your SnapCLOUD VM. This will also be the
default VM or Server Name in the SnapCLOUD Web
Management Interface.
NOTE:

It can be up to 15 alphanumeric characters.

Once the name of the SnapCLOUD is set through Azure, this
cannot be changed. You can change the name in the
SnapCLOUD Web Management Interface, but this will only
impact the interface, not Azure.
User Name

This is the administrator user account that Azure will create
for the SnapCLOUD VM.
NOTE:

Authentication Type

The name “admin” cannot be used.

Use either Password or SSH public key. You will be prompted
to either enter a password or the SSH public key used for
authentication.
NOTE:

The initial SnapCLOUD setup uses the Web
Management Interface which requires the
administrator user’s name and a password. When
using SSH, the password can be assigned through
the CLI.

Resource Group

This is a distinct Resource Group Name that you use to
identify your resource group. You can create a new Resource
Group name by typing in a name of your choice, or, you can
use an existing Resource Group. A resource group holds all
the different resources created in the VM setup process, such
as a virtual network.
Please use the link below for more information:
https://azure.microsoft.com/enus/documentation/articles/resource-group-overview/

Location

Select the SnapCLOUD VM location nearest to you.

Size

Choose the Tier you want to use to size your VM. Each Tier is a
combination of the number of supported storage disks and
the number of CPU cores and is priced accordingly. The
amount of RAM and the type of disks (SSD vs. HD) are also
selected here.

Storage

Disk Type: Select either Standard or Premium (SSD) disk type.
Storage Account: Select an existing storage account or create
a new one.

10400701-001
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Option on Page

Description

Network

Virtual Network: This is the Azure virtual network that resides
in Microsoft’s data center. The SnapCLOUD VM gets its IP from
this range for the internal IP address.
NOTE:

The Public IP Address is different, used for external
access, and is created as part of the SnapCLOUD VM
setup.

You can create a new virtual network, use an existing one, or
just use the defaults. If the VM is to be available from your
local network through a site-to-site VPN, the virtual network
must use an IP address range and subnet that doesn’t conflict
with any subnets on your local network.
Subnet: Refer to Azure documentation.
Public IP Address: Keep the default (which is the SnapCLOUD
VM name you created).
Network Security Group: This is a set of firewall rules that
control traffic to and from your SnapCLOUD VM.
SSH, HTTP, HTTPS, 2049, and 9050 ports are open by default.
These can be disabled if desired, but HTTPS needs to be open
for initial setup.
Monitoring

Diagnostics: Must be Disabled.

Availability

Availability Set: None.
NOTE:

SnapCLOUD is a standalone file server with no builtin means to automatically sync all data and
configuration between multiple servers participating
in an availability set.

5. Verify your settings and then click OK to proceed to purchasing the VM.
6. Select Buy, click Create to view the offer details, and click Create to complete the
purchase of your SnapCLOUD VM.
7. Click Create to create the SnapCLOUD VM.
This process can take several minutes. You can monitor the progress in Notifications
and in the VM status.

Attach Disks
Once the SnapCLOUD VM is created, it is shown in Azure under Browse > Virtual Machines.
After it is initially configured, you need to attach disks to create the storage pool. It is
recommended that all the disks be added all at once (see Caveats for Attaching Disks on
page 95).
1. Select your SnapCLOUD from the Virtual Machines list, and click All settings on the
lower right (or click the big gear icon at the top).
2. At the Settings page, click Disks, and then click Attach new.
3. Provision the disks you need for your SnapCLOUD.
Based on the tier you previously selected while creating your VM, you can only use up to
the maximum number of disks available for that size of tier.
a. Provide a name for the disk.
10400701-001
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b. Choose the size you want the disk to be.
The minimum size is 10GB and can be increased in 1GB increments up to the
maximum size of 1023GB (the default).
c. Choose if you want Host Caching.
There is a limit of 4 disks for host caching. Keep the default of None, or change if you
desire.
d. Continue using Steps a–c to add disks.
As you continue, the capacity of the sum of all disks created is shown.
e. When you have attached all your disks, click OK to exit.

Connect for the First Time
Once the SnapCLOUD VM is created, it is shown in Azure under Browse > Virtual Machines.
You can locate the external IP by selecting the SnapCLOUD VM and noting the Public IP
Address. Use this IP in your browser to connect.
1. Open a JavaScript-enabled browser.
2. Enter the Public IP address assigned by Azure, and press Enter.
The SnapCLOUD Web Management Interface launches, displaying the Login page.
3. In the Login dialog box, enter the user name and password for the administrator user
created in the Azure portal, then click Login.

NOTE: If you created the initial user with an SSH key instead of a password, you must use Azure’s
“reset password” feature to assign a password to the user in order to access the Web
Management Interface.
The Initial Setup Wizard launches.

10400701-001
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Set Up a New SnapCLOUD
When you log into the Web Management Interface for the first time, the Initial Setup Wizard
runs displaying the Welcome page:

The Initial Setup Wizard consists of several steps:

10400701-001

•

Step 1 – Enter General Information

•

Step 2 – TCP/IP Configuration

•

Step 3 – Configure Storage

•

Step 4 – Setup Completion

•

Step 5 – Register Your SnapCLOUD

•

Step 6 – Site-to-site VPN

•

Step 7 – Schedule Data Protection Tasks
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Step 1 – Enter General Information
Clicking Next on the Welcome page displays the General Information page of the wizard. This
page allows you to change the basic information for your SnapCLOUD.

1. Enter (or accept) the Server Name.
If the unique virtual machine name is greater than 15 alphanumeric characters, the
server name will be truncated to just 15 characters. In addition to letters and numbers,
you can also use a dash (-) between characters, but spaces are not allowed.
NOTE: This only changes the internal server name and does not change the Azure VM name.
After changing the server name, you may need to reconnect your browser using a
properly-resolvable server name or IP address.
2. Enter (or accept) the Date/Time Settings.
A time stamp is used when recording server activity in the event log (Monitor), setting
the create/modify time on a file, or when scheduling snapshot, antivirus, or Snap
Enterprise Data Replicator (EDR) operations. Edit the settings according to local
conditions.
NOTE: SnapCLOUD automatically adjusts for Daylight Saving Time, based on the time zone you
selected.
3. Click Next.
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Step 2 – TCP/IP Configuration
The next wizard page shows the current internal TCP/IP information for this SnapCLOUD
server on its virtual network. It does not represent the public IP address configuration. All
SnapCLOUD servers default to acquire an internal IP address from a DHCP server.

1. If you wish to assign a static IP instead of using DHCP, select the button for a static IP
address and enter at a minimum the IP address and subnet mask.
If also required for your network, enter the optional information.
NOTE: The selection of a static IP requires the proper corresponding configuration of the virtual
network. Azure virtual networks are nominally designed for DHCP only and require special
configuration to use static IP addresses.
2. Click Next to configure the storage.
NOTE: If a Static IP address was entered, the network is restarted automatically (without
confirmation from the user) when Next is clicked.

Step 3 – Configure Storage
At this step, the wizard shows the number of Azure disks and server disk slots based on your
Azure tier and how you configured it in the Azure Marketplace. It is recommended that all the
disks be added at the same time (see Caveats for Attaching Disks on page 95).
NOTE: You need at least one disk to configure storage. If the unit has no disks, you must return to
the Azure Marketplace and add disks per their procedure. You can add disks up to the limit
for the selected VM tier. Once the disks are available and detected, configure your storage
options.
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NOTE: The Available Disk Slots column doesn't represent the Azure maximum for the selected tier or
a hard limit. Rather, it reflects (by increments of four) the number of virtual slots based on the
number of disks that are installed on the SnapCLOUD. For example, if five (5) disks are
installed, the number of slots shown would be eight (8).
1. Click Next to start the configuration.

2. At the second Configure Storage page, verify the settings.
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•

Accept or change the Storage Pool Name.

•

Accept or change the Snapshot Pool percentage.

3. Click Next to confirm your settings:

4. Click Create Storage Pool.
Otherwise, click Back to make changes.
5. At the successful creation page, click Next to complete this process.
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Step 4 – Setup Completion
Once the initial Storage Pool is configured, setup is complete.

Click OK to finish the setup process.
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Step 5 – Register Your SnapCLOUD
After the Initial Setup Wizard is complete, you will see a Registration page where you can
register your SnapCLOUD. This page can also be accessed by clicking Maintenance > Support
> Registration.

NOTE: It is important that you register your SnapCLOUD to activate the warranty coverage and stay
informed of important software and product updates.
Click the Click Here link in the second line to launch the support website and register online:
1. At the Site Login, enter your e-mail address and password, and click GO.
If you are not yet a member, follow the New Member link to get set up.

2. At the Confirm Automated Product Registration page, enter the date, reseller, and
product site.
3. Click Confirm to complete the process.

Step 6 – Site-to-site VPN
Site-to-site (STS) VPN is an optional but recommended step for connecting your local network
to the virtual network the VM is part of so you can access it directly as a standard file server.
This option requires a compatible VPN device and the assistance of your IT department. For
more details, refer to https://azure.microsoft.com/en-us/documentation/articles/vpn-gatewaycreate-site-to-site-rm-powershell/.
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Step 7 – Schedule Data Protection Tasks
Once disks are added and storage created, it is a good idea to schedule backups and snapshots,
plus create a disaster recovery image to preserve your server configuration and protect your
data from loss or corruption. Snapshots can be taken to provide a point-in-time image of files
and changes to files to help in quickly recovering from accidental deletion or modification, or
to facilitate performing an offline tape backup of an active data partition.
Navigate to Storage > Snapshots in the browser-based Web Management Interface to create
or schedule snapshots. See Snapshots on page 77 for details on creating and scheduling
snapshots.

Snapshots should be taken when the system is idle or under low data traffic.
Create a disaster recovery image on the Maintenance > Disaster Recovery page. This image
should be created after the server configuration is complete and it can be used to recover the
server or bring a replacement server to the configured state. See Disaster Recovery on
page 152 for detailed information on creating and using disaster recovery images.
SnapCLOUD contains built-in support for Snap EDR (trial mode) to synchronize and back up
to and from other SnapCLOUDs, SnapServers, SnapScale clusters, or other client operating
systems. SnapCLOUD also supports several third-party backup agents. For information on
using these backup methods to help protect your data, see Backup and Replication Solutions
on page 194.
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Web Management Interface

SnapCLOUD uses a web-based graphical user interface (GUI), called the Web Management
Interface, to administer and monitor the SnapCLOUD server. It supports most common web
browsers. JavaScript must be enabled in the browser for it to work.
When connecting to the server with a web browser, the Home page of the Web Management
Interface is displayed. This page shows any shares at the top, three options below the shares
list, and has special navigation buttons displayed on the title bar right side (see next table).

10400701-001

©2015 Sphere 3D Corp.

 26

SnapCLOUD Version 7.6 Administrator’s Guide

2 - Initial Setup and Configuration

NOTE: If you have not gone through the initial setup or authentication is required, you may be
prompted to log in when you first access the Web Management Interface.
The Home page displays the following icons and options:
Icons & Options

Description

Change Password

Click this icon to access the password change page. Passwords
are case sensitive. Use up to 15 alphanumeric characters.

Switch User

Click this icon to log out and open the login dialog page to log in
as a different user.

Administration

Click this icon to administer your SnapCLOUD. If you are not yet
logged in, you are prompted to do so.

Navigation

The following navigation buttons are present in the upper right on
every Web Management Interface page.
NOTE:

Holding your mouse over these icons displays a
mouseover with additional information or the name of
the function associated with the icon.

Home – Click this icon to switch between the Home page and the
Admin Home page. If you have not yet logged in to the Admin
Home page, only the Home page is available.
Snap Finder – Click this icon to view a list of all SnapCLOUD
servers, SnapServers, SnapScale clusters, and Uninitialized
nodes found through remote server discovery. Use it to specify a
list of remote servers that can access these servers, clusters, and
nodes on other subnets. You can access these servers, clusters,
and nodes by clicking the listed name or IP address.
SnapExtensions – Click this to view the SnapExtensions page,
where you can acquire licenses for and configure third-party
applications.
Site Map – Click this icon to view a Site Map of the available
options in the Web Management Interface, where you can
navigate directly to all the major utility pages. The current page is
shown in orange text.
Help – Click this icon to access the web online help for the Web
Management Interface page you are viewing.
UI Appearance
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Click the Mgmt. Interface Settings link in the Site Map to choose
a background for the Web Management Interface. You can also
choose to show hidden files and folders when browsing.
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When logged in to the Administration page, details about the SnapCLOUD server’s general
status are shown:

The same icons are available at the top of this page plus an additional Refresh icon ( ) for
auto-refreshing pages is located on the tab bar. For more information, see the Home Page
section.

Alert Messages
Alert messages are displayed on Administrator-level Web Management Interface pages that
display a menu. Some alerts have clickable options:
•

[Later] - Hides the alert for 24 hours or until after feature is run, whichever is first.

•

[Hide] - Suppresses the alert. It will not be shown again until after the feature called out
in the alert is run and a new alert for that feature is generated.

Mouseover Messages
Some icons or links provide additional information we you position and hold (hover) your
mouse pointer over them (mouseovers). The mouseover can be either a tooltip or information
such as the name of the IQN for an iSCSI disk.
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The tabs are also designed to provide a quick mouseover option to select a sub-tab without
having to actually go to a different tab. Just position your mouse over the desired primary tab.
When the sub-tab list appears, move it straight down and then left or right to the option you
want. If no selection is made, the mouseover sub-tabs will fade out in about three seconds.

Mouseover Tab
Active Tab

In the above example, the Storage tab is active (showing the volume). The mouse hovers over
the Network tab to open its sub-tabs, and is then moved straight down and to the right to the
LDAP/NIS option. Click to open that option.

Site Map
The site map ( ) provides links to the primary web pages for the features that make up the
Web Management Interface. Those pages are covered in detail in the chapters that follow.
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To close the site map, click either Close or outside the map.

Contact, Hardware & Software Information
From the Web Management Interface, click the SnapCLOUD logo in the upper left corner of
the Web Management Interface to display the pertinent hardware, software, and support
contact information.

Click Close (or outside the box) to dismiss.
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Chapter 3

This section covers the configuration options for SnapCLOUD. The three options for server
settings are found under the Server tab. They can also be accessed using the site map icon
( ).

Topics in Server Settings:
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•

Server Name

•

Date/Time

•

Secure Shell
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Server Name
Use this option to change the server name and add an optional comment such as the server’s
location.

1. Edit the following fields:
Option

Description

Server Name

Enter a unique server name of up to 15 alphanumeric characters.
In addition to letters and numbers, you can also use a dash (–)
between characters, but spaces are not allowed.
NOTE:

Server Comment

This only changes the internal server name and does not
change the Azure VM name. After changing the server
name, you may need to reconnect your browser using a
properly-resolvable server name or IP address.

Optionally, add a comment specific to the server (for example, the
server location).

2. Click OK to save the changes.
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Date/Time
Use this page to configure date and time settings in ISO 8601 formatting. You can set the date
and time manually, or have it set automatically via NTP or Windows Active Directory domain
membership.

The time stamp is applied when recording server activity in the Event Log (Monitor tab), when
creating or modifying files, and when scheduling snapshot operations.
CAUTION: If the current date and time are reset to an earlier date and time, the change does not

automatically propagate to any scheduled events you have already set up for snapshot,
antivirus, or Snap EDR operations. These operations will continue to run based on the previous
date and time setting. To synchronize these operations with the new date and time settings, you
must reschedule each operation.
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If NTP was not previously selected, only the manual configuration option is shown. To view all
options including using NTP servers, click Advanced to show them:

1. Choose to either manually enter or automatically synchronize (using NTP servers) the
date and time:
NOTE: For security reasons, NTP cannot be used with Active Directory domains.
•

Manually – Select the first option, enter the correct date and time in the
appropriate fields, and use the drop-down list to choose either AM or PM.
Once you join a Windows domain, the date/time settings are automatically adjusted
to synchronize with the domain settings.

•

Automatically – Select the second option and enter a valid NTP server IP address
or host name. Optionally, enter a second address or name for a second server.
In some cases, this change may require you to log back in to the Web Management
Interface when done.
2. To use this server as an NTP server, check the enable box.
3. From the drop-down list, select the time zone.
NOTE: SnapCLOUD automatically adjusts for Daylight Saving Time, depending on your time zone.
4. Click OK.

Secure Shell
Secure Shell (SSH) is a service that provides a remote console to access a command line shell
that allows the user to perform basic management and update functions outside the Web
Management Interface. See Command Line Interface on page 206 for more information. The
SSH implementation requires SSH v2.
10400701-001
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NOTE: To maintain security, consider disabling SSH when not in use.

Disable SSH
SSH is enabled by default. To disable SSH, at the SSH page, uncheck the Enable SSH box and
click OK.

Connect to the CLI using SSH
1. Verify that your remote machine has an SSH client application installed.
Free or low-cost SSH applications are available from the Internet.
2. Connect to the server using its IP address.
NOTE: You can connect to the VM's Public IP address if the inbound SSH port is open on its
network security group, or to the VM's internal IP address if the client has access to the
VM's virtual network.
Before the Initial Setup Wizard is completed and storage is configured, SnapCLI
disables and hides all standard commands and makes only the system-level commands
available.
3. Log in using any local administrator user name and password.
NOTE: SSH v2 is required. If you fail to connect to the server, ensure that your SSH client is
configured to connect via SSH v2.
You will automatically be placed in the CLI shell.
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Chapter 4

This chapter addresses the network options for configuring TCP/IP addressing and access
protocols.
SnapCLOUD is preconfigured to use DHCP to autonegotiate internal network settings on the
virtual network of the VM and to allow access to the server through the virtual network for
Windows (CIFS/SMB1/SMB2), Unix (NFS), Mac (AFP), FTP/FTPS, and HTTP/HTTPS clients.
Network protocols control which network clients can access the server.
IMPORTANT: Access to the server over the Internet through the public IP address is limited by
default to HTTP, HTTPS, and SSH according to default rules configured in the Azure Network
Security Group for the VM. The server can be accessed by other protocols through the VM’s
virtual network either by other VMs on the same virtual network or by local clients accessing the
virtual network through a site-to-site or point-to-site VPN connection.

Topics in Network Settings:
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•

Network Information

•

TCP/IP Networking

•

Windows/SMB Networking

•

Apple Networking (AFP)
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NFS Access

•

LDAP/NIS

•

FTP/FTPS Access

•

SNMP Configuration

•

Web Access

•

iSNS Configuration

4 - Network Settings

IMPORTANT: As a security measure, disable any protocols not in use. For example, if no Mac or
FTP clients need access to SnapCLOUD, disable these protocols in the Web Management
Interface.

Network Information
Browse to Network > (Network) Information to access the Network Information page that
displays the current internal network settings on the virtual network for the VM.

This page displays IP configuration for the internal virtual network only, and that the public
IP configuration is available in the Azure portal. Field definitions for the Network Information
page are given in the following table:
Ethernet Interface Information
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Port Name

The name of the Ethernet interface.

Enabled

Yes.

TCP/IP Mode

DHCP or Static.
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Ethernet Interface Information
IP Address

The unique 32-bit value that identifies the server on the
virtual network.

Subnet Mask

Combines with the IP address to identify the subnet on
which the server is located.

Primary WINS Server

The Windows Internet Naming Service server which locates
network resources in a TCP/IP-based Windows network by
automatically configuring and maintaining the name and IP
address mapping tables.

Secondary WINS Servers
(#1, #2, and #3)

Secondary Windows Internet Naming Service servers. Up to
three secondary servers can be used.

Ethernet Address

The unique six-digit hexadecimal (0-9, A-F) number that
identifies the Ethernet port.

Gateway Information
Default Gateway

The network address of the gateway is the hardware or
software that bridges the gap between two otherwise
unroutable networks. It allows data to be transferred
among computers that are on different subnets.

DNS Information
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Domain Name

The ASCII name that identifies the Internet domain for a
group of computers within a network.

Primary DNS

The IP address of the primary Domain Name System server
that maintains the list of all host names.

Secondary DNS
(#1 and #2)

Up to two secondary Domain Name System servers can be
used.
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TCP/IP Networking
SnapCLOUD has one Gigabit Ethernet (GbE) port. The information about the port is
displayed on the primary TCP/IP Networking page:

The following table for the TCP/IP Networking page describes the port information:
Column

Description

Port

Displays the Ethernet port on the server. Click the port name to display or
modify configuration details. See Configuring Port Properties on page 39.

Status

• OK – Port is connected and active

IP Address

• The internal IP address for the interface on the virtual network.
• Whether the IP address was obtained by DHCP or is Static.

Modified

Indicates whether configuration for the interface has been changed and
needs to be applied to take effect:
• Yes – One or more parameters for the interface have been modified.
• No – None of the parameters for the interface have been modified.

Configuring Port Properties
To configure the TCP/IP properties of the port, click the name in the table on the TCP/IP
Networking page. A TCP/IP Port Properties page displays the configuration options for the
internal IP configuration on the virtual network.
NOTE: The selection of a static IP requires the proper corresponding configuration of the virtual
network. Azure virtual networks are nominally designed for DHCP only and require special
configuration to use static IP addresses.
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By default, SnapCLOUD acquires an IP address from the DHCP server on the virtual network.

Windows/SMB Networking
Windows SMB and security settings are configured on the Network > Windows/SMB page of
the Web Management Interface. You can configure these settings as a member of a Workgroup
or an Active Directory Domain, as shown in these two screens:

Workgroup Options Page
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Active Directory Options Page

To use Active Directory domain mode, you cannot configure Date/Time to synchronize with an
NTP server as NTP is not supported in Active Directory.

Support for Windows/SMB Networking
The default settings make the server available to SMB clients in the workgroup named
Workgroup. Opportunistic locking is enabled, as is participation in master browser elections.
Consider the following when configuring access for your Windows networking clients.
Support for Microsoft Name Resolution Servers
SnapCLOUD supports NetBIOS, WINS, and DNS name resolution services. However, when
you use a domain name server with a Windows Active Directory (ADS) server, make sure the
forward and reverse name lookup are correctly set up. ADS can use a Unix BIND server for
DNS as well.
ShareName$ Support
SnapCLOUD supports appending the dollar-sign character ($) to the name of a share in order
to hide the share from SMB clients accessing the server.
NOTE: As with Windows servers, shares ending in '$' are not truly hidden, but rather are filtered out
by the Windows client. As a result, some clients and protocols can still see these shares.
To completely hide shares from visibility from any protocols, the Security > Shares page gives
you access to a separate and distinct hidden share option that hides a share from SMB, AFP,
HTTP, HTTPS, and FTP clients. However, shares are not hidden from NFS clients, which
cannot connect to shares that aren’t visible. To hide shares from NFS clients, consider
disabling NFS access on hidden shares:
•
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For new shares, select Create Share and click Advanced Share Properties to access the
Hide this share option.
©2015 Sphere 3D Corp.

 41

SnapCLOUD Version 7.6 Administrator’s Guide

•

4 - Network Settings

For existing shares, select the share, click Properties, and click Advanced Share
Properties to access the Hide this share option.

Support for Windows Network Authentication
This section summarizes important facts regarding the SnapCLOUD implementation of
Windows network authentication.
Windows Networking Options
Windows environments operate in either workgroup mode, where each server contains a list of
local users it authenticates on its own, or Active Directory (ADS) domain mode, where domain
controllers centrally authenticate users for all domain members.
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Option

Description

Workgroup

In a workgroup environment, users and groups are stored and
managed separately on each server in the workgroup.

©2015 Sphere 3D Corp.

 42

SnapCLOUD Version 7.6 Administrator’s Guide

4 - Network Settings

Option

Description

Active Directory
Service (ADS)

When operating in a Windows Active Directory domain environment,
SnapCLOUD is a member of the domain and the domain controller
is the repository of all account information. Client machines are also
members of the domain and users log into the domain through their
Windows-based client machines. Active Directory domains resolve
user authentication and group membership through the domain
controller.
Once joined to a Windows Active Directory domain, SnapCLOUD
imports and then maintains a current list of the users and groups
on the domain. Thus, you must use the domain controller to make
modifications to user or group accounts. Changes you make on the
domain controller appear automatically on SnapCLOUD.
NOTE:

Windows 2000 domain controllers must run SP2 or later.

Kerberos Authentication
Kerberos is a secure method for authenticating a request for a service in a network. Kerberos
lets a user request an encrypted “ticket” from an authentication process that can then be used
to request a service from a server. The user credentials are always encrypted before they are
transmitted over the network.
SnapCLOUD supports the Microsoft Windows implementation of Kerberos. In Windows ADS,
the domain controller is also the directory server, the Kerberos Key Distribution Center
(KDC), and the origin of group policies that are applied to the domain.
NOTE: Kerberos requires the server’s time to be closely synchronized to the domain controller’s
time. This means that (1) the server automatically synchronizes its time to the domain
controller's and (2) NTP cannot be enabled when joined to an ADS domain.
Interoperability with Active Directory Authentication
SnapCLOUD supports the Microsoft Windows family of servers that run in ADS mode. It can
join Active Directory domains as a member server. References to SnapCLOUD shares can be
added to organizational units (OU) as shared folder objects.
NOTE: Windows 2000 domain controllers must run SP2 or later.
Guest Account Access to SnapCLOUD
The Network > Windows/SMB page in the Web Management Interface contains an option
that allows unknown users to access SnapCLOUD using the guest account.

Configure Windows/SMB Networking
Windows SMB and security settings are configured from this page. The server can be
configured as part of a Workgroup or an Active Directory Domain.
Before performing the configuration procedures provided here, be sure you are familiar with
the information provided in Support for Windows/SMB Networking on page 41 and Support
for Windows Network Authentication on page 42.
To Join a Workgroup
1. Go to Network > Windows/SMB.
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2. At the member drop-down list, verify that the default Workgroup is selected.

3. Edit the options shown in the following table:
Option

Settings

Enable Windows
Networking (SMB)

Check the box to enable SMB and activate the options. Clear the
box to disable.

Member Of

Verify that it is set to Workgroup.
NOTE:

Workgroup Name

The default settings make SnapCLOUD available in the workgroup
named Workgroup. Enter the workgroup name to which the server
belongs.

Enable Guest Account

Check the box to allow unknown users (or users explicitly logging
in as Guest) to access SnapCLOUD using the guest account.
Clear the box to disable this feature.

Enable Opportunistic
Locking

Enabled by default. Opportunistic locking can help performance if
the current user has exclusive access to a file. Clear the box to
disable this feature.

Enable this Server as
the Master Browser

Enabled by default. SnapCLOUD can maintain the master list of
all computers belonging to a specific workgroup. (At least one
Master Browser must be active per workgroup.) Check the box if
you plan to install this server in a Windows environment and you
want this server to be able to serve as the Master Browser for a
workgroup. Clear the box to disable this feature.

Allow Root
Authentication

Check the box to allow root login to the server; clear the box to
disable this feature.
NOTE:
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For the Active Directory Domain option, see To Join an
Active Directory Domain below.

The root password is synchronized with the server admin
password.
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Option

Settings

Enable SMB2

Enabled by default. This more robust version of SMB reduces
protocol overhead and is used by default by Windows Vista and
later clients. Clear the box to disable this feature (clients that
default to SMB2 will automatically connect via SMB1).

4. Click OK to update Windows network settings immediately.
To Join an Active Directory Domain
1. Go to Network > Windows/SMB.
2. From the drop-down Member list, select Active Directory Domain to view the
configuration page.

NOTE: You cannot select Active Directory Domain if NTP is enabled.
3. Edit the fields shown in the following table:
Option

Description

Enable Windows
Networking (SMB)

Check the box to enable SMB and activate the options. Clear the
box to disable.

Member Of

Verify it shows Active Directory Domain.

Domain Name

The default settings make SnapCLOUD available in the workgroup
named Workgroup. Enter the domain name to which the server
belongs.
NOTE:

Windows 2000 domain controllers must run SP2 or later.

Administrator Name / If joining a domain, enter the user name and password of a user
Administrator Password with domain join privileges (typically an administrative user).
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Option

Description

Organizational Unit

To create a machine account at a different location than the
default, enter a name in the field. By default, this field is blank,
signaling the domain controller to use a default defined within the
controller.
NOTE:

Sub-organizational units can be specified using Full
Distinguished Name LDAP syntax or a simple path
([org_unit]/[sub-unit1]/[sub-unit1a])

LDAP Signing

Use the drop-down list to set ADS domain LDAP signing to either
Plain (no signing), Sign, or Seal, as appropriate for your domain.
Default setting is Plain.

Enable Guest Account

Check the box to allow unknown users (or users explicitly logging
in as Guest) to access SnapCLOUD using the guest account.
Clear the box to disable this feature.

Enable Opportunistic
Locking

Enabled by default. Opportunistic locking can help performance if
the current user has exclusive access to a file. Clear the box to
disable this feature.

Enable this Server as
the Master Browser

Enabled by default. SnapCLOUD can maintain the master list of
all computers belonging to a specific workgroup. (At least one
Master Browser must be active per workgroup.) Check the box if
you plan to install this server in a Windows environment and you
want this server to be able to serve as the Master Browser for a
workgroup. Clear the box to disable this feature.

Allow Root
Authentication

Check the box to allow root login to the server. Clear the box to
disable this feature.
NOTE:

Disable NetBIOS over
TCP/IP

Some administrators may wish to disable NetBIOS over TCP/IP.
Check the box to disable NetBIOS; clear the box to leave NetBIOS
enabled.
NOTE:

Enable Trusted
Domains

If you disable NetBIOS and you are joining a domain, you
must enter the domain name as a fully qualified domain
name (such as, “actdirdomname.companyname.com”).
A short form such as “ActDirDomName” does not work.

SnapCLOUD recognizes trust relationships established between
the domain to which SnapCLOUD is joined and other domains in a
Windows environment by default. Check the box to enable this
feature; clear the box to disable this feature.
NOTE:

Enable SMB2

The root password is synchronized with the server’s
admin password.

SnapCLOUD remembers trusted domains. That is, if this
feature is disabled and then activated at a later time, the
previously downloaded user and group lists, as well as
any security permissions assigned to them, is retained.

Enabled by default. This more robust version of SMB reduces
protocol overhead and is used by default by Windows Vista and
later clients. Clear the box to disable this feature (clients that
default to SMB2 will automatically connect via SMB1).

4. Click OK to update Windows network settings immediately.

10400701-001

©2015 Sphere 3D Corp.

 46

SnapCLOUD Version 7.6 Administrator’s Guide

4 - Network Settings

Apple Networking (AFP)
Apple File Protocol (AFP) settings are configured on the Network > Apple/AFP page of the
Web Management Interface.

The default settings provide access to AFP clients over a TCP/IP network. Mac clients
connecting over AFP can log in to the server either as local users on SnapCLOUD or as Active
Directory domain users (if the server belongs to a domain). For more granular control over
client access for Mac users who do not belong to a recognized Windows domain, create local
user accounts.
NOTE: Mac OS X users can also connect to SnapCLOUD using Windows networking (SMB).

AFP Configuration Considerations
Consider the following when configuring access for your AFP clients.
Some SnapCLOUD terms may cause confusion for those familiar with Apple terminology:
Term

Definitions

Share

A SnapCLOUD share appears as a Mac volume that can be accessed through
the Finder.
NOTE:

Volume
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Unlike standard AppleShare servers, SnapCLOUD allows nested
shares (folders within folders). As a result, it is possible for some
files or directories to appear in more than one share.

A volume on SnapCLOUD is a logical partition of a RAID's storage space that
contains a filesystem.
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Term

Definitions

Right-click

This document uses the Windows convention in describing keyboard/mouse
access to context-sensitive menus. For example, “To rename a group, rightclick a group and then choose Rename.”
NOTE:

Mac users with a single-button should substitute control-click to
achieve the same result.

Authenticating Clients Against a Configured Windows Domain
You can authenticate AFP clients against a Windows domain by navigating to Network >
Apple/AFP and checking the Authenticate AFP users against Windows domains box. When
domain authentication is enabled, user names will first be authenticated against the Windows
domain and then authenticated against the local database. Local and domain users with the
same name will connect as the domain user. To force either local or domain authentication,
prefix the user name with the name of the domain to authenticate against or the name of your
SnapCLOUD. For example:
mydomain\username (domain authentication)
snap12345\username (local authentication)

Distinguishing Share Names on the Desktop and Finder
By default, the Finder identifies SnapCLOUD shares using only the share name. To display
both the share name and the server name, the Add Server Name To Apple Shared Folder
Names checkbox on the Network > Apple/AFP page is enabled by default. This option makes
it easier to differentiate between shared folders with the same share name on multiple
servers. For example, SHARE1 on SNAP61009 refers to the share named SHARE1 on your
SnapCLOUD named SNAP61009.

Edit AFP Access
1. Go to Network > Apple/AFP.
2. Edit settings as described in the following table:
Options

Usage

Enable Apple Filing
Protocol (AFP)

Check the Enable Apple Filing Protocol (AFP) box to enable AFP;
leave the box blank to disable AFP access.

Add Server Name to
Apple Shared Folder
Names

Select this option to identify shares to AFP clients using both the
server name and share name. Clear the checkbox to display only
the share name.

Authenticate AFP Users Select this option to automatically authenticate AFP users against
Against Windows
a Windows domain, if configured.
Domains
NOTE: By default, users are authenticated against the domain
first, then against the local database, so if the same user
name exists on both the domain and SnapCLOUD, the
domain user will take precedence. To force an AFP client
to log in as either user, prefix the user name with either
the Windows domain name or SnapCLOUD servername.
For example: windowsdomain\username or
snap12345\username

3. Click OK to update network AFP settings immediately.
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NFS Access
NFS access to the server is enabled on the Network > NFS page of the Web Management
Interface. By default, most NFS access is enabled and any NFS client can access SnapCLOUD
through the guest account.
NOTE: Only NFSv2 and v3 are enabled by default. If you wish to enable NFSv4, check the Enable
NFSv4 box on the Network > NFS page.

NFS client access to shares can be specified by navigating to the Security > Shares page and
clicking the NFS Access link next to the share. To ensure proper Unicode representation on
the file system, set the client code page to indicate the code page used by NFS clients to
represent characters in filenames (usually UTF-8 on modern Unix/Linux-based operating
systems).
These versions of the NFS protocol are supported:
Protocol

Version

Source

NFS

2.0, 3.0, 4.0*

RFC 1094, RFC 1813, RFC 3530

Mount

1.0, 2.0, 3.0

RFC 1094 Appendix A, RFC 1813, RFC 3530

Lockd

1.0, 4.0

RFC 1094, RFC1813, RFC 3530

*NFSv4 ACLs are not supported.

Assigning Share Access to NFS Users
The NFSv2/3 protocol does not support user-level share access control, but rather supports
host- and subnet-based access control. NFSv4 supports user-level access control via Kerberos
configuration, but otherwise uses the same form of host-based access control. On a standard
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Unix server, share access is configured in an “exports” file. On SnapCLOUD, the exports for
each share are configured on the NFS page independently of user-based share access for other
protocols.

Enable NFS Access to the Server
1. Go to Network > NFS.
2. Check the Enable NFS box.
3. Check the versions you want to enable.
Select one or more from NFSv2, NFSv3, and NFSv4.
4. Choose the desired Client code page from the drop-down list.
Select UTF-8, ISO-8859-1, ISO-8859-15, or EUC-JP.
5. Click OK.

Configure NFSv4 Access
1. Go to Network > NFS.
2. Check the Enable NFS and Enable NFSv4 boxes.
A new set of security options are displayed below the Enable NFSv4 option.
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3. Use this table to select the level of security you want to apply:
Option

Description

Domain Name

The default domain name “localdomain” is shown in the field. If
necessary, you can change it.
CAUTION: This setting is used by the NFSv4 IDMAP daemon
and must be set to the same value on all NFSv4 clients and
servers for proper functionality. If set incorrectly, UID and GID
resolution will not work properly.

Security Type

• Standard NFS Security – Choose this option if you want to use
standard NFS host- and subnet-based security.
• RPSEC GSS Security (Unix Kerberos) – Choose this option and
complete the fields that appear if you want to use Unix Kerberos
security to authenticate NFSv4 connections.
NOTE:

Kerberos security can only be configured for Unix-based
Kerberos implementations. Windows ADS Kerberos is not
supported for NFSv4 authentication.

4. If you selected RPSEC GSS Security (Unix Kerberos) security, complete the new options
displayed using the table below. Note the following:
•

The service will not start unless the TCP/IP domain name is set up exactly the same
as the keytab.

•

You must create the NFS and host service entries in the keytab with the fully
qualified domain name of SnapCLOUD.

•

SnapCLOUD assumes the domain name from the Ethernet interface. For more
information, see TCP/IP Networking on page 39.
Option

Description

KDC Host Name

Enter the host name of the Kerberos server (for example,
“kerberos-2000.mit.edu”).

Realm Name

Enter the Kerberos realm name (For example, “ATHENA.MIT.EDU”).
NOTE:

Key Tab File

Realm names are conventionally specified in all CAPITAL
letters, but this is not required to function correctly.

Click Browse to locate and upload the Kerberos key tab file (for
example, “zeus.keytab”).
This file can have any name the administrator wishes to give it. If you
do not have a keytab file for SnapCLOUD:
• Create a host and NFS principle for SnapCLOUD on the KDC.
• Generate a keytab file.
• Save it to a location the client administering SnapCLOUD can
access.

5. Click OK to save the configuration.
NOTE: After enabling NFSv4 with Kerberos security, read-write host entries for gss/krb5,
gss/krb5i , and gss/krb5p are automatically added to the NFS access entries for each
NFS-enabled share.
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LDAP/NIS
LDAP and NIS databases are configured on the Network > LDAP/NIS page of the Web
Management Interface. Use the drop-down list to choose either LDAP or NIS as the user
database type to be configured.

LDAP vs. NIS Overview
LDAP (Lightweight Directory Access Protocol) is an open, industry standard application
protocol for accessing and maintaining distributed directory information services over an
Internet Protocol (IP) network. SnapCLOUD can be configured to query an LDAP directory for
user/group names and UIDs/GIDs for configuration of quotas, ID mapping, and home
directories. As such, you must use the LDAP directory to make modifications.
NOTE: SnapCLOUD currently can't be configured to authenticate users against an LDAP directory.
NIS (Network Information Service) is a client-server directory service protocol for distributing
system configuration data such as user and host names between computers on a computer
network. SnapCLOUD can join an NIS domain and function as an NIS client. It can then read
the users and groups maintained by the NIS domain to translate user/group names to
UIDs/GIDs for configuration of quotas, ID mapping, and home directories. As such, you must
use the NIS server to make modifications.
NOTE: Changes you make on the NIS server do not immediately appear on SnapCLOUD. It may take
up to 10 minutes for changes to be replicated.

Configuring LDAP
Use this procedure to configure LDAP on your SnapCLOUD:
1. Go to Network > LDAP/NIS.
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2. Verify LDAP is displayed in the User Database Type drop-down list.
3. Check Enable LDAP.
4. Edit the settings shown in the following table:
Options

Description

LDAP Server

Enter the host name or IP address for the LDAP server.

LDAP Base DN

Click Search to locate the Base DN on the LDAP server, or enter the
Base DN in LDAP syntax such as:
cn=accounts,dc=mydir,dc=mydomain,dc=com.

LDAP Bind Type

From the drop-down list, select the LDAP bind type:
• Anonymous
• Simple
If Simple is selected, two new fields are shown: Bind DN and Bind
Password.

5. If you selected Simple as the bind type, complete the two new options (Bind DN and Bind
Password).
6. Click OK to update the settings immediately.
If NIS is enabled, you are warned that existing quotas or ID mappings for NIS users will
be applied automatically to LDAP users and groups that have the same UID or GID.
7. Click Enable LDAP to complete the process.

Configuring NIS
NOTE: Unless UID/GID assignments are properly handled, NIS users and groups may fail to display
properly. For guidelines on integrating compatible SnapCLOUD UIDs, see User and Group ID
Assignments in Chapter 6.
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NIS uniquely identifies users by UID, not user name, and although it is possible to have
duplicate user names, SnapCLOUD does not support that configuration. To configure NIS on
your SnapCLOUD:
1. Go to Network > LDAP/NIS.
2. Verify NIS is displayed in the User Database Type drop-down list.

3. Check Enable NIS.
4. Edit the settings shown in the following table:
Options

Description

NIS Domain Name Enter the NIS domain name.
NIS Server

To bind to an NIS server, select either:
• Broadcast and Bind to Any NIS server to bind to any available NIS
servers.
• Broadcast and Bind to the following NIS server and enter the IP
address for a specific NIS server in the field provided.

5. Click OK to update the settings immediately.
If LDAP is enabled, you are warned that existing quotas or ID mappings for LDAP users
will be applied automatically to NIS users and groups that have the same UID or GID.
6. Click Enable NIS to complete the process.

FTP/FTPS Access
FTP and FTPS settings are configured on the Network > FTP page of the Web Management
Interface. FTPS adds encryption to FTP for increased security. By default, FTP and FTPS
clients can access the server using the anonymous user account, which is mapped to the
10400701-001
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SnapCLOUD guest user account and AllUsers group account. You can set share access and file
access for anonymous FTP users by modifying permissions for these accounts. For more
granular control over FTP access, you must create local user accounts for FTP users.
For FTPS, it is recommended that your FTPS client application use explicit FTPS (such as,
FTPES or Auth TLS).
NOTE: If standard FTP is enabled, only the data channel is encrypted for FTPS connections; the
control channel (including user password) is not encrypted. To force FTPS to encrypt the
control channel as well, disable standard FTP.

Supported FTP Clients
SnapCLOUDs have been tested with the most common FTP clients and work as expected
based on the commands required by RFC 959. SnapCLOUDs have been proven to work with
most browsers for standard FTP.
NOTE: Most standard FTP clients do not support FTPS. A client designed to support FTPS is required
for FTPS connections.

To Configure FTP/FTPS Access
1. Go to Network > FTP.

2. Edit the settings as shown in the following table:
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Option

Settings

Enable FTP

Check the box to enable standard FTP services; leave the box blank
to disable access to this server via standard FTP.

Enable FTPS

Check the box to enable FTPS services; leave the box blank to
disable access to this server via FTPS.
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Settings

Allow Anonymous User When you allow anonymous login, FTP/FTPS users employ an email
Access
address as the password. When you disallow anonymous login, only
FTP/FTPS users who are configured as local SnapCLOUD users can
access the server.
• Check the box to allow users to connect to the server using the
anonymous user account. The anonymous user is mapped to the
local guest user account. You can set share access for
anonymous FTP/FTPS users by granting either read-write (the
default access) or read-only access to the guest account on a
share-by-share basis.
• Leave the box blank so users cannot log in anonymously but
must instead log in via a locally created user name and
password.

3. Click OK to update the settings immediately.

To Connect via FTP/FTPS
1. To connect to your SnapCLOUD:
•

For standard FTP, enter the name of the server or IP address in the FTP Location
or Address box of a web browser or FTP client application.
•

To connect via a command line, enter:
ftp server_name

•

To connect via a Web browser, enter:
ftp://server_name

(where server_name is the name or IP address of the server)
•

For secure FTPS, configure your FTPS client application to use explicit FTPS (such
as, FTPES or “Auth TLS”) and enter the name of the server or IP address.

NOTE: With anonymous login enabled, access to folders is determined by the share access
settings for the guest account. With anonymous login disabled, log into the server using a
valid local user name and password.
2. Press Enter to connect to the FTP root directory.
All shares and subdirectories appear as folders.
NOTE: FTP users cannot manage files or folders in the FTP root directory.

SNMP Configuration
SnapCLOUD can act as an SNMP agent. SNMP managers collect data from agents and
generate statistics and other monitoring information for administrators. Agents respond to
managers and may also send traps, which are alerts that indicate error conditions. The server
communicates with SNMP managers in the same community. A community name is a
password that authorizes managers and agents to interact. The server only responds to
managers that belong to the same public or private community.
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Default Traps
A trap is a signal from SnapCLOUD informing an SNMP manager program that an event has
occurred. SnapCLOUD supports the default traps shown in this table:
Trap

Initiating Action

coldStart

Whenever SNMP is enabled and the server boots.

linkDown

A server’s Ethernet interface has gone offline.

linkUp

A server’s Ethernet interface has come back online.

authenticationFailure

An attempt to query the SNMP agent using an incorrect read-only
or read-write community string was made and resulted in a failure.

enterpriseSpecific

SnapCLOUD-generated traps that correspond to the error-level,
warning-level, and fatal-error-level traps of the SnapCLOUD
operating system. These traps contain a descriptive message that
helps to diagnose a problem using the following OIDs:
• 1.3.6.1.4.1.6411.2000.1000.1:loglevel 0 syslog messages
(emergency)
• 1.3.6.1.4.1.6411.2000.1001.1:loglevel 1 syslog messages
(alert)
• 1.3.6.1.4.1.6411.2000.1002.1:loglevel 2 syslog messages
(critical)
• 1.3.6.1.4.1.6411.2000.1003.1:loglevel 3 syslog messages
(error)
NOTE:

There is no specific MIB that defines traps sent by
SnapCLOUD.

Supported Network Manager Applications and MIBs
SnapCLOUDs respond to requests for information in MIB-II (RFC 1213) and the Host
Resources MIB (RFC 2790 or 1514). You can use any network manager application that
adheres to the SNMP V2 protocol with SnapCLOUD. The following products have been
successfully tested with SnapCLOUDs: CA Unicenter TNg, HP Open View, and Tivoli
NetView.
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Configure SNMP
The SNMP configuration page can be found at Network > SNMP:

Edit settings as described in the following table and then click OK. Once enabled, SNMP
managers can access MIB-II and Host Resources MIBs management data on the server.
Option

Description

Enable SNMP

To enable SNMP, check the Enable SNMP box. Leave the
box blank to disable SNMP.

Read-Only Community

To allow SNMP managers to read data from this server,
enter a read-only community string or accept the default
snap_public.
NOTE:
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As a precaution against unauthorized access,
Overland Storage recommends that you create
your own community string.

Location

Optionally enter information that helps a user identify the
physical location of the server. For example, you might
include a street address for a small business, a room
location such as Floor 37, Room 308, or a position in a
rack, such as rack slot 12.

Contact

Optional. Enter information that helps a user report
problems with the server. For example, you might include
the name and title of the system administrator, a telephone
number, pager number, or email address.

Enable SNMP Traps

Check the Enable SNMP Traps box to enable traps. Clear
the box to disable SNMP traps.
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Option

Description

IP Address 1-4

Only available when SNMP traps are enabled. Enter the IP
address of at least one SNMP manager in the first field as a
trap destination. Optionally, you can enter up to three
additional IP addresses in fields 2-4.

Send a Test Trap

Only available when SNMP traps are enabled. To verify your
settings, check the Send a test trap box, then click OK.

Web Access
HTTP and HTTPS are used for browser-based access to the server via Web View, Web Root, or
the Web Management Interface. HTTPS enhances security by encrypting communications
between client and server, and cannot be disabled. You can, however, disable HTTP access on
this Web page. Additionally, you can require anonymous access or browser-based clients to
authenticate to the server.
NOTE: By default, the VM is available on the Internet over HTTP/HTTPS through its Public IP address
according to rules configured in the Azure Network Security Group.

Configuring HTTP/HTTPS and Web Root
With this page you can require web authentication, disable HTTP (non-secure) access, and
enable the Web Root feature.
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Edit the options as needed and click OK:
Option

Description

Require Web
Authentication

Check the Require Web Authentication box to require clients to
enter a valid user name and password in order to access the
server via HTTP/HTTPS. Uncheck the box to allow all HTTP/HTTPS
clients access to the server without authentication.
NOTE:

Enable (non-secure)
HTTP Access

Check the Enable HTTP Access box to enable non-secure HTTP
access. Uncheck the box to disable access to the server via HTTP.
NOTE:

Enable Web Root

This option applies to both Web View and Web Root
modes.

This option applies to both Web View and Web Root
modes.

Checking the Enable Web Root box displays the settings for web
root access that can be configured.

Connect via HTTPS or HTTP
1. In a Web browser, enter one of the following:
•

SnapCLOUD server name (if your environment is configured to resolve it)

•

Public IP address

•

Azure DNS Name Label (if configured)

• An internal IP address (through the virtual network)
Web access is case-sensitive. Capitalization must match exactly for a Web user to gain
access. To access a specific share directly, Internet users can append the full path to the
SnapCLOUD name or URL, as shown in the following examples:
https://Snap2302216/Share1/my_files
https://10.10.5.23/Share1/my_files

2. Press Enter.
The Web View page opens.

Using Web Root to Configure SnapCLOUD as a Simple Web Server
When you enable the Web Root feature from the Web page, you can configure SnapCLOUD to
open automatically to a specific HTML page of your choice when a user enters one of the
following in the browser field:
•

SnapCLOUD server name (if your environment is configured to resolve it)

•

Public IP address

•

Azure DNS Name Label (if configured)

•

An internal IP address (through the virtual network)

In addition, files and directories underneath the directory you specify as the Web Root can be
accessed by reference relative to the URL input without having to reference a specific share.
For example, if the Web Root points to the directory WebRoot on share SHARE1, the file
SHARE1/WebRoot/photos/slideshow.html can be accessed from a web browser:
http://[server_id]/photos/slideshow.html

The Web Root can also be configured to support directory browsing independent of Web View
(access through shares).
10400701-001
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NOTE: SnapCLOUD supports direct read-only web access to files. It is not intended for use as an
all-purpose Web Server, as it does not support PERL or Java scripting, animations, streaming
video, or anything that would require a special application or service running on the
SnapCLOUD server.
Configure Web Root
Check the Enable Web Root box to configure SnapCLOUD to serve the Web Root directory as
the top level web access to SnapCLOUD and, optionally, automatically serve an HTML file
inside. When the box is checked, the options described below appear.
1. Complete the following information, then click OK.
Option

Description

Allow Directory Listings

If Allow Directory Listings is checked and no user-defined index
pages are configured or present, the browser opens to a page
allowing browsing of all directories underneath the Web Root.
NOTE:

Checking or unchecking this option only affects
directory browsing in Web Root. It does not affect
access to Web View directory browsing.

Create and configure a
Web Root share

Select one of the following:
• Automatically create and configure a Web Root share: A
share named “WebRoot” is automatically created. By
default, the share is hidden from network browsing and has
all network access protocols except HTTP/HTTPS enabled
(as such, it can be accessed from a browser as the Web Root
but can not be accessed via Web View). You can change
these settings at Security > Shares.
• Use existing share: From the drop-down list of existing shares
for selection, select a share and click Properties to edit the
selected share's properties (see Security > Shares).

Default Index File
Names (#)

Files found underneath the Web Root with names matching
those in this list is automatically served to the web browser
when present, according to their order in the list. To add a
filename, click Add, enter the name of one or more index HTML
files, then click OK. The file you entered is shown in the Index
Files box.
NOTE:

If no files are specified, index.html is automatically
used if found.

To delete a name, highlight it and click Delete. At the
confirmation page, click Delete again.

2. Map a drive to the share you have designated as the Web Root share and upload your
HTML files to the root of the directory, making sure the file names of the HTML files are
listed in the Index Files box.
Accessing the Web Management Interface when Web Root is Enabled
By default, when you connect to SnapCLOUD with Web Root enabled, the browser loads the
user-defined HTML page or present a directory listing of the Web Root. To access the Web
Management Interface (for example, to perform administrative functions or change a
password), enter the following in the browser address field:
http:// [server_id]/config
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You are prompted for your User ID and password, then you are placed into the Web
Management Interface.
If you need to access the Web View page to browse shares on the server independent of Web
Root, enter this in the browser address:
http:// [server_id]/sadmin/GetWebHome.event

iSNS Configuration
Microsoft iSNS Server can be used for the discovery of SnapCLOUD iSCSI targets on an iSCSI
network.
To configure the iSNS settings:
1. If not already installed, install the iSNS service on a Windows server.
Note the IP address of the server or workstation on which the iSNS service is installed.
2. Configure iSNS on SnapCLOUD.
On the Network > iSNS page, check the Enable iSNS box, enter the IP address of the
iSNS server, and then click OK. If the iSNS server does not use the default port, the
iSNS port default value of 3205 can be changed on this page as well.
3. Configure the iSCSI initiator to discover iSCSI targets via the iSNS server.
NOTE: After you have completed this procedure, all the iSCSI targets on SnapCLOUD
automatically appear in the Microsoft Initiators target list.
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Chapter 5

This chapter covers the key options of the Storage page used to manage SnapCLOUD storage
including storage pools, volumes, and snapshots.

Topics in Storage:
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•

Storage Pools

•

Volumes

•

Snapshots

•

iSCSI Disks

•

Disks
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Storage Pools
After attaching disks to your SnapCLOUD via Azure, SnapCLOUD uses those disks as
representations of physical disks and combines them together to create a storage pool that can
be shared over file and block protocols.
New disks can be created in sizes ranging from 10GB to 1023GB, in 1GB increments. Existing,
unassigned disks of the same size in the same Azure subscription can also be attached to the
SnapCLOUD server, but any contents are overwritten upon incorporation. Once created, disks
are fixed in size and once they are attached, they cannot be detached without destroying the
storage pool.
After the initial setup of your SnapCLOUD, additional disks, up to the maximum for your
Azure tier, can be added to the server at any time. They must be incorporated as prompted by
the New Disks Detected message to add them to the same storage pool.
NOTE: Use the Azure portal to attach disks to your SnapCLOUD VM from a container in an Azure
storage account underneath the same Azure subscription. Refer to Microsoft Azure
documentation for details.
When you navigate to Storage > Storage Pools, an overview of the storage pool is shown:

IMPORTANT: SnapCLOUD supports only one storage pool created from all the drives on the
server. Multiple volumes can be created on that storage pool.

Attach Disks to the Storage Pool
The tier of an Azure virtual machine dictates the number of disks that can be attached to it.
For example, Tier A1 supports two disks, Tier A2 supports four disks, and Tier A3 supports
eight disks.
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SnapCLOUD itself has no restrictions on the number of attached disks or knowledge of the
tier/size it runs underneath or the total number of disks that can be attached. As a result, the
Web Management Interface represents total virtual disk slots in increments of four, growing
the available slots when the number of attached disks extends past a multiple of four. There is
no limit to the number of increments that can be added.
For example, if there are two attached disks, SnapCLOUD displays two disk slots populated
out of four, and when there are five attached disks, SnapCLOUD displays five disk slots
populated out of eight.
Disk drives are added through the Azure portal.

Storage Pool Properties
To access the Storage Pool Properties page for a storage pool, click the storage pool’s name.
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After you click the storage pool name in the Storage Pool list, the properties page for the pool
is shown:

At the Storage Pool Properties page, you can edit these options:
Option

Description

Storage Pool Name

Use this field to change the name of the storage pool. It can be up to 32
alphanumeric characters and spaces.

Snapshot Pool

Use the drop-down list to choose a percentage of the storage pool that
you want reserved for snapshots. You can only decrease the current
reserved space from the Properties page.
NOTE:

If you grow the storage pool by adding one or more drives,
snapshot space will increase as it's a percentage of the
storage pool size. However, you cannot increase the snapshot
space percentage, only decrease it to free up capacity.

For more details about snapshots, refer to Snapshots in Chapter 7.

If changes are made to the storage pool, when you click OK, a confirmation page is shown.
Click OK again to accept the changes.

View Disks from Storage Pool Properties Page
To view all of the disks in a storage pool, from the Storage > Storage Pools page, select the
storage pool (to open the Properties page).
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Click View Disks to display the Storage Pool Disks page and see all the disk drives:

Storage Pool Deletion
CAUTION: Deleting a storage pool deletes all volumes and their data on the storage pool. The

data cannot be recovered.
1. Go to the Storage > Storage Pools page.
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2. Click the name of the storage pool being deleted.
3. At the Storage Pool Properties page, click Delete Storage Pool.

4. At the confirmation page, click Delete Storage Pool again.

You are returned to the Storage Pools page where you can create a new storage pool using the
link in the table.
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Storage Pool Creation
During the initial setup process, you create the storage pool on the SnapCLOUD server.
SnapCLOUD VMs are configured to have just one storage pool serving all volumes. If it
becomes necessary to delete that pool, a new storage pool can be created at any time.
CAUTION: When a storage pool is created, any disks in the storage pool that have previously

been used will be reformatted and all data on the disks will be deleted.
The storage pool being created uses all available disks to form the pool and maximizes the
space available based on the snapshot pool size requested.
Create a Storage Pool
1. To create a new storage pool, click the Click to Create link in the Status column of the
Storage Pool table.
This displays the Create Storage Pool page.
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2. At the Create Storage Pool page, configure these options:
Option

Description

Storage Pool Name

Use this field to enter the name of the storage pool. It can be up to 32
alphanumeric characters and spaces.

Snapshot Pool

Use the drop-down list to choose a percentage of the storage pool that
is reserved for snapshots.
For more details about snapshots, refer to Snapshots on page 77.
NOTE:

Once snapshot space is set up, it can be decreased at any
time to free up more space. To increase the size of the
snapshot pool, either the storage pool must be deleted and recreated, or you must add more storage capacity to your
storage pool.

Default: 20%

3. Click Create Storage Pool to complete the process.
4. At the confirmation page, verify your selections and, if everything is correct, click Create
Storage Pool again.

NOTE: If any disk in a storage pool has previously been used in a different system, a warning
appears that it will be reformatted and all data on the disk will be deleted. If any disk has
size characteristics that are incompatible with the other disks in a storage pool, a
message appears that this disk will not be used.
While a storage pool is being created, progress is shown in the Status column.
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5. When a storage pool has been successfully created, click OK to continue.
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6. You are returned to the Storage Pools page.

Volumes
SnapCLOUD supports multiple volumes in a storage pool. During the initial creation of your
storage pool, an initial volume was also created. To view that volume (and create other
volumes if needed), navigate to Storage > Volumes. To access the Properties page for a
volume, click the volume name.

Clicking the storage pool name in the second column takes you to the Storage Pool Properties
page.
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Volume Creation
If a storage pool exists, at the Volumes page, click Create Volume to set up a new volume.

Create a New Volume
1. Navigate to Storage > Volumes.
2. Click Create Volume.
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3. Choose the options for the new volume:
•

Select a storage pool name from the drop-down list.

•

Enter a unique volume name of 32 alphanumeric characters and spaces.

•

Specify the maximum size of the volume:
•

No limit – this allows the volume to expand as needed by making available as
much (or as little) of the remaining unused space on the storage pool.

•

Maximum size – Establish a maximum volume size limit by entering the
amount and selecting a unit of measure. The volume then expands in size as
needed until it reaches its maximum. If email notification has been enabled,
alerts are sent as the maximum is approached. (To enable email notification, see
Email Notification on page 171.)

NOTE: If you set the maximum size to less than the current size, the volume is treated as full
and no more data can written to it until the actual space consumed is below the
maximum size again.
4. Click Create Volume on this page to create the volume.
A message appears that the volume has been created. If desired, you can now create a share by
clicking Create Share. See Shares on page 103 for more information about creating shares.

Volume Properties
Click the volume name on the Storage > Volumes page to show the Volume Properties page
where the volume settings are edited and volumes are deleted.

Edit Volume Properties
1. Navigate to Storage > Volumes.
2. Click the volume name in the table.
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3. At the Volume Properties page, change the options desired:
•

Edit the volume name using up to 32 alphanumeric characters and spaces.

•

Specify the maximum size of the volume:
•

No Limit – this allows the volume to expand as needed incorporating the
remaining unused space on the storage pool.

•

Maximum size – Establish a maximum volume size limit by entering the
amount and selecting a unit of measure. The volume then grows in size until it
reaches its maximum. If email notification has been enabled, alerts are sent as
the maximum is approached. (To enable email notification, see Email
Notification on page 171.)

NOTE: If you set the maximum size to less than the current size, the volume is treated as full
and no more data can written to it until the actual space consumed is below the
maximum size again.
4. When you are done, click OK.
5. When the process is complete, a confirmation screen is shown.

You can click Create Share to go to the Create Share page under Security and start the
creation process directly.
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Volume Deletion
To delete a volume, go to the Storage > Volumes > Volume Properties page.

Delete a Volume
1. Navigate to Storage > Volumes.
2. Click the volume name in the table to go to Volume Properties.
3. Click Delete Volume.
CAUTION: Deleting a volume deletes all data on the volume.
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4. At the confirmation page, click Delete Volume again.

You are returned to the Volumes page. The volume is deleted in the background.

Snapshots
A snapshot is a consistent, stable, point-in-time image of the storage pool that can be backed
up independent of activity on the storage pool. Snapshots can also satisfy short-term backup
situations such as recovering a file deleted in error without resorting to tape. Perhaps more
importantly, snapshots can be incorporated as a central component of your backup strategy to
ensure that all data in every backup operation is internally consistent and that no data is
overlooked or skipped.
IMPORTANT: To preserve your configuration and protect your data from loss or corruption, it is critical
to schedule backups and snapshots.
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To create or schedule snapshots, navigate to Storage > Snapshots in the Web Management
Interface:

When working with snapshots, consider the following caveats:
•

It is recommended that snapshots be taken when the system is idle or under low data
traffic to minimize conflicts.

•

Do not take more snapshots than your system can store, or more than 250 snapshots
total. Under normal circumstances, between nine and ten snapshots are sufficient to
safely back up any system.

•

The presence of one or more snapshots on a storage pool usually has minimal
performance impact, but may impact write performance when frequently overwriting
file data. Additional snapshots taken of the same storage pool do not have additional
impact; in other words, the write performance impact of one snapshot on a storage pool
is the same as the impact of 100 snapshots on the storage pool.

Create Snapshots
Creating a snapshot involves naming, scheduling, and setting the duration of the snapshot.
For regular data backup purposes, create a recurring snapshot. A recurring snapshot schedule
works like a log file rotation, where a certain number of recent snapshots are automatically
generated and retained as long as possible, after which the oldest snapshot is discarded. You
can also create individual, one-time-only snapshots as needed.
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If no snapshots are currently configured, you only see an empty Snapshots page. Once a
snapshot is created, the page displays a table of snapshots:

These options are available for snapshots:
Action

Procedure

Create a new snapshot

Click Create Snapshot. The process involves defining snapshot
parameters and scheduling.
NOTE:

Do not take more snapshots than your system can store, or
more than 250 snapshots. Under normal circumstances, nine
or ten snapshots are sufficient to safely back up any system.

Edit a snapshot schedule Click the Snapshot Schedules button, and then click the snapshot
name. You can modify all snapshot parameters.
Edit and delete

Click the snapshot’s name in the Snapshot column to open the
Snapshot Properties page. You can edit the snapshot’s name and
duration, or delete the snapshot.

Refresh the page

Clicking the Refresh button updates the page. This is helpful when
waiting for a snapshot to complete.

When single snapshots are originally created or while recurring snapshots are active, the
Refresh icon ( ) is displayed on the right of the tab bar. It indicates that the snapshot data
in the table is being refreshed every 5 minutes and can be clicked to manually refresh the
data.
Clicking the Close button returns you to the Storage Settings page.
NOTE: The presence of one or more snapshots can impact write performance. Additional snapshots
do not have additional impact; in other words, the write performance impact of one snapshot
is the same as the impact of 100 snapshots.
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Snapshots and Backup Optimization
When you back up a live volume directly, files that reference other files in the system may
become out-of sync in relation to each other. The more data you have to back up, the more time
is required for the backup operation, and the more likely these events are to occur. By backing
up the snapshot rather than the volume itself, you greatly reduce the risk of archiving
inconsistent data.
Create a Snapshot
Using the Snapshots page in the Web Management Interface, you can create a snapshot now,
later, or on a recurring schedule. When you select the Create Snapshot Later option,
additional options are displayed.

Follow these steps to create a snapshot:
1. Navigate to Storage > Snapshots and click Create Snapshot.
2. Enter or select the options for the snapshot:
a. Type in the Snapshot Name (20 character maximum).
b. Specify when to create the snapshot.
•

Click Create Snapshot Now to run the snapshot immediately.

• Click Create Snapshot Later to schedule the snapshot for a later time.
When you select the Create Snapshot Later button, a new input section appears
below the option. Enter the Start Date and Start Time. Select either to create the
snapshot only once (One Time) or to have it recurring periodically (Recurring) using
an interval in hours, days, weeks, or months.
c. Specify the duration of the snapshot.
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NOTE: In the Duration field, specify how long the snapshot is to be active in hours, days,
weeks, or months. SnapCLOUD automatically deletes the snapshot after this period
expires, as long as no older unexpired snapshots exist on which it depends. If any
such snapshot exists, its termination date is displayed at the bottom of the page. You
must set the duration to a date and time after the displayed date.
3. Click Create Snapshot.
If you elected to run the snapshot immediately, it appears in the current snapshots table
on the Snapshot page.
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If you scheduled the snapshot to run at a later time, it appears in the scheduled
snapshots table under Snapshot Schedules.

Adjust Snapshot Space
If you already reserved storage space for snapshots but now want to decrease the size of that
space to increase capacity, use the Storage Pool Properties page to make that change.

1. Go to Storage > Storage Pools.
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2. Click the Storage Pool name in the table to open the properties page.
3. To reduce or remove the reserved space, do one of the following:
•

To decrease the space size, using the drop-down list choose a smaller percentage of
reserved space.

•

To release all reserved space, using the drop-down list choose 0%.
CAUTION: Choosing 0% of the reserve space box causes all the reserved space to be

released and deletes all existing snapshots.
4. Click OK to complete the process.

Access Snapshots
After snapshots are created, they can be accessed via a snapshot share. Just as a share
provides access to a portion of a live volume, a snapshot share provides access to the same
portion of the filesystem on all current snapshots of the volume. The snapshot share’s path
into snapshots mimics the original share’s path into the live volume. The snapshot share is
created in the Shares section under the Security tab. See Shares on page 103 for details.

Schedule Snapshots
To view when snapshots are currently scheduled to occur, click Snapshot Schedules:

The Snapshot Schedules page shows a list of any scheduled snapshots pending. Repeat
Interval and Next Snapshot Time shows the details of when snapshots are scheduled to be
taken.
Snapshots should ideally be taken when your system is idle. It is recommended that snapshots
be taken before a backup is performed. For example, if your backup is scheduled at 4 a.m.,
schedule the snapshot to be taken at 2 a.m., thereby avoiding system activity and ensuring the
snapshot is backed up.
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The default snapshot name is SNAPn (where n is a number starting at 0). If it is a recurring,
scheduled snapshot, an “_n” is added to the end of the name.

Snapshot Properties
From the Snapshot primary page table, you can click a snapshot name to access the Snapshot
Properties page. There you can edit the name or duration, or delete the snapshot.

Edit a Snapshot
You can edit the snapshot name and duration by changing the data in the detail fields and
clicking OK.
Delete a Snapshot
Click Delete Snapshot and then, on the confirmation page, click Delete Snapshot again. The
snapshot is deleted and all its associated data.

iSCSI Disks
Internet SCSI (iSCSI) is a standard that defines the encapsulation of SCSI packets in
Transmission Control Protocol (TCP) and their transmission via IP. On SnapCLOUD, an
iSCSI disk consumes storage space as a single large file, but appears to a client machine as a
local SCSI drive. This storage virtualization frees the administrator from the physical
limitations of direct-attached storage media and allows capacity to be expanded easily as
needed. Unlike standard volumes, SnapCLOUD iSCSI disks can be formatted by the iSCSI
client to accommodate different application requirements.
NOTE: By default, iSCSI is only accessible through the virtual network on the internal IP address of
the VM.
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Configure iSCSI Initiators
Overland Storage has qualified a number of software initiators, PCI cards, and drivers to
interoperate with SnapCLOUD. Refer to the vendor’s documentation to properly install and
configure your initiator to connect to your SnapCLOUD iSCSI disks.

SnapCLOUD iSCSI Configuration
You can create iSCSI disks using the Storage > iSCSI page of the Web Management Interface.

Before setting up iSCSI disks on your SnapCLOUD, carefully review the information in the
sections below.
Basic Components of an iSCSI Network
iSCSI is used to facilitate data transfers over intranets and to manage storage over long
distances. A basic iSCSI network has two types of devices:
•

iSCSI initiators, either software or hardware, resident on hosts (usually servers), that
start communications by issuing commands; and

•

iSCSI targets, resident on storage devices, that respond to the initiators’ requests for
data.

The interaction between the initiator and target mandates a server-client model where the
initiator and the target communicate with each other using the SCSI command and data set
encapsulated over TCP/IP.
iSCSI Disk Backup from Client PC, not SnapCLOUD
An iSCSI disk is not accessible from a share and thus cannot be backed up from SnapCLOUD.
The disk can, however, be backed up from the client machine from which the iSCSI disk is
managed.
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NOTE: While some third-party, agent-based backup packages could technically back up an iSCSI
disk on SnapCLOUD, the result would be inconsistent or corrupted backup data if any clients
are connected during the operation. Only the client can maintain the filesystem embedded on
the iSCSI disk in the consistent state that is required for data integrity.
iSCSI Multi-Initiator Support
Check the Support Multiple Initiators box to allow two or more initiators to simultaneously
access a single iSCSI target. Multiple initiator support is designed for use with applications or
environments in which clients coordinate with one another to properly write and store data on
the target disk. Data corruption becomes possible when multiple initiators write to the same
disk in an uncontrolled fashion.
When the box for Support Multiple Initiators is checked, a warning message appears:
Uncontrolled simultaneous access of multiple initiators to the same
iSCSI target can result in data corruption. Only enable MultiInitiator Support if your environment or application supports it.

It functions as a reminder that data corruption is possible if this option is used when creating
an iSCSI disk.
Disconnect iSCSI Disk Initiators before Shutting Down the Server
Shutting down SnapCLOUD while a client initiator is connected to an iSCSI disk appears to
the client initiator software as a disk failure and may result in data loss or corruption. Make
sure any initiators connected to iSCSI disks are disconnected before shutting down
SnapCLOUD.
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iSCSI Disk Naming Conventions
All iSCSI disks are assigned formal iSCSI Qualified Names (IQNs). These are used when
connecting an initiator to an iSCSI target, and differ from the iSCSI Disk Name (alias)
assigned when the iSCSI disk is created in the Web Management Interface. The full IQN is
displayed for each iSCSI disk on the iSCSI Disk Properties page.

The full IQN is also shown when you mouseover the iSCSI name in the disk table.
The format of IQNs for new SnapCLOUD iSCSI disks is:
iqn.1997-10.com.snapserver:[servername]:[diskname]

where [servername] is the name of your SnapCLOUD and [diskname] is the name of the
iSCSI disk on the target SnapCLOUD. For example:
iqn.1997-10.com.snapserver:snapcloud-tps:iscsi0

The format of IQNs for VSS-based iSCSI disks on SnapCLOUD is:
iqn.1997-10.com.snapserver:[servername]:[diskname].[nnn]

where [servername] is the name of your SnapCLOUD, [diskname] is the name of the
iSCSI disk on the target SnapCLOUD and [nnn] is a sequential number starting from 000.
For example:
iqn.1997-10.com.snapserver:snapcloud-tps:iscsi0.000

The format of IQN names for VDS-based iSCSI disks on SnapCLOUD is:
iqn.1997-10.com.snapserver:[servername]:[diskname]-snap[n]

where [servername] is the name of your SnapCLOUD, [diskname] is the name of the
iSCSI disk on the target SnapCLOUD and [n] is a sequential number starting from 0. For
example:
iqn.1997-10.com.snapserver:snapcloud-tps:iscsi0-snap0
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Create iSCSI Disks
Navigate to Storage > iSCSI and click Create iSCSI Disk to create iSCSI disks on your
SnapCLOUD. Be sure to read SnapCLOUD iSCSI Configuration on page 85 before you begin
creating iSCSI disks.

1. Navigate to Storage > iSCSI and click Create iSCSI Disk.
2. Enter the iSCSI settings for the disk name and size (16GB minimum).
You can accept the default name or enter a new one using up to 20 alphanumeric,
lowercase characters. You can also accept the default size (the remaining space) or enter
a specific size.
3. If you want your iSCSI Disk to allow multiple initiator connections, check that box.
NOTE: Data corruption is possible if this option is checked. See iSCSI Multi-Initiator Support on
page 86 for more information.
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4. If desired, enable CHAP authentication by checking the Enable CHAP Logon box to
display the hidden options.

Enter a User Name and Target Secret (password), and then confirm the password.
Consider the following:
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•

Both items are case-sensitive.

•

The user name range is 1 to 223 alphanumeric characters.

•

The target secret must be a minimum of 12 and a maximum of 16 characters.
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5. Click the Create iSCSI Disk button.
The confirmation page is displayed.

6. At the confirmation page, verify the settings and click the Create iSCSI Disk button
again to complete the process.
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You are returned to the iSCSI page and the new iSCSI disk is displayed in the table there with
the following information:
Label

Description

iSCSI Disk

The name of the iSCSI disk.

Status

Current condition of the iSCSI disk:
• OK – The iSCSI disk is online and accessible.
• Stopped – The iSCSI disk is currently stopped.
• Failed – The iSCSI disk has failed.

Active Clients

The number of current sessions.

IP Address

The IP address used by the iSCSI disk.

Authentication

Either CHAP or None.

Size

The size of the iSCSI disk.

Edit iSCSI Disk Properties
NOTE: You cannot edit an iSCSI disk until all active clients have been disconnected from that disk.
The hostname and IQN name of all connected initiators are displayed in the properties table.
After disconnecting all client initiators, go to Storage > iSCSI and click the iSCSI disk name in
the table to display the iSCSI Disk Properties page.

1. On this page, you can do the following:
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•

View the iSCSI Disk IQN.

•

Increase (but not decrease) the size of the iSCSI disk (if space is available).

•

Enable or disable support for multiple initiators.

•

Enable or disable CHAP logon.
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2. Click OK to accept the changes.
CAUTION: The consistency of the internal filesystem on the iSCSI disk is primarily the

responsibility of the file and operating systems on the iSCSI client used to format and manage
the disk. Growing an iSCSI disk is handled differently by different operating systems and may
lead to unexpected results on some client types.

Delete iSCSI Disks
NOTE: You cannot delete an iSCSI disk until all active clients have been disconnected.
After disconnecting all client initiators, go to Storage > iSCSI and click the iSCSI disk name in
the table to display the iSCSI Disk Properties page.

Click Delete iSCSI Disk (which is followed by a confirmation page) to delete the iSCSI disk.

Configure VSS/VDS for iSCSI Disks
SnapCLOUD provides VSS and VDS hardware providers for support of Microsoft Volume
Shadow Copy Services (VSS) and Virtual Disk Service (VDS) for iSCSI disks.
•

The VSS hardware provider provides a mechanism for taking application-consistent
native snapshots of iSCSI disks without performing full application (or system)
shutdown. A snapshot of an iSCSI disk can be automatically created by a backup job run
by a VSS-compatible backup application, so that the job backs up the snapshot volume
rather than the main production volume.
NOTE: VSS iSCSI snapshots are managed by the Windows client and represent the iSCSI disk,
not the SnapCLOUD volume on which the iSCSI disk resides. They are not related to
SnapCLOUD snapshots as described in Snapshots on page 77. The VSS iSCSI snapshot
rollback feature is not currently supported.
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The VDS hardware provider allows administrators to natively manage SnapCLOUD
iSCSI disks, using any VDS-compliant management console application.

iSCSI Disk Backup using VSS Snapshots
Windows VSS-compatible backup applications can create snapshots of SnapCLOUD iSCSI
disks to perform consistent backups of application data without stopping the application,
using the snapshot instead of the live volume as the backup source.
Each VSS snapshot of an iSCSI target consumes additional storage space. The required space
is 10% of the size of the iSCSI disk per snapshot. If this amount of free space is not available
on the pool or volume, the VSS snapshot will not be created and an error will be reported by
the SnapCLOUD VSS hardware provider to the Windows event log.
When creating iSCSI disks for later VSS snapshot use, be sure to leave at least 10% of the size
of the iSCSI target free on SnapCLOUD.
NOTE: VSS snapshots can only be taken of Windows volumes that fully consume the iSCSI disk.
Snapshots of iSCSI disks that contain multiple Windows volumes are not supported.
1. Go to Storage > iSCSI and click VSS/VDS Access to display that page.

2. Add VSS clients to SnapCLOUD:
a. At VSS/VDS Access Control, enter the VSS client hostname to which you want to
grant access, and click Add.
The client hostname is not case-sensitive and should appear in the VSS/VDS Clients
box after it is added.
NOTE: Use only the short hostname (myclientname) of the client only. Do not use the IP
address or fully-qualified name (for example, myclientname.mydomain.com).
b. Repeat Step a for any other hostnames you want to add.
c. When you have finished adding VSS clients, click OK.
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3. Install the VSS hardware provider on the Windows iSCSI client.
a. Go to the SnapServer Tools Installer website to locate and download the appropriate
installer (32-bit or 64-bit):
http://docs.overlandstorage.com/ssm
b. Double-click the executable file (.exe) to run the Installation Wizard on the VSS
client and select the VSS/VDS hardware providers option.
This will add the hardware provider to the Windows iSCSI client.
4. Configure VSS-based backups of the iSCSI disk.
a. Connect the client iSCSI initiator to the SnapCLOUD iSCSI disk and create a
volume (if necessary).
Add data or configure applications to use the iSCSI volume for the data repository.
b. Configure a VSS-based backup of the iSCSI disk.
Where applicable, choose to use the SnapCLOUD VSS hardware provider in the
backup job configuration. When the backup job is run, the snapshot of the iSCSI disk
is automatically created and hosted by SnapCLOUD as a virtual iSCSI disk (named
after the main iSCSI disk with snap[n] appended), and the backup application
performs the backup using the snapshot iSCSI disk. The snapshot will be deleted
after the backup completes.
NOTE: VSS snapshots are not supported on SnapCLOUD iSCSI disks that have been
configured into multiple Windows volumes.
Create and Manage iSCSI LUNs using VDS
1. Create the volume for the iSCSI disk on SnapCLOUD using the Web Management
Interface (Storage > Volumes).
The volume must be created on SnapCLOUD before the iSCSI disk can be created using
a VDS application such as Microsoft’s Storage Manager for SANs.
2. Add VDS clients to SnapCLOUD:
a. Go to Storage > iSCSI and click VSS/VDS Access.
b. At VSS/VDS Access Control, enter the VDS client hostname to which you want to
grant access, and click Add.
The client hostname is not case-sensitive and should appear in the VSS/VDS Clients
box after it is added.
NOTE: Use only the short hostname (myclientname) of the client only. Do not use the IP
address or fully-qualified name (for example, myclientname.mydomain.com).
c. Repeat Step b for any other hostnames you want to add.
d. When you have finished adding VDS clients, click OK.
3. Install the VDS hardware provider on the Windows client.
a. Go to the SnapServer Tools Installer website to locate and download the appropriate
installer (32-bit or 64-bit):
http://docs.overlandstorage.com/ssm
b. Double-click the executable file (.exe) to run the Installation Wizard on the VDS
client and select the VSS/VDS hardware providers option.
This will add the hardware provider to the Windows client.
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4. Create and configure the iSCSI disk using Storage Manager for SANs (or other
VDS-compliant application).
Delete VSS/VDS Client Access
1. Go to Storage > iSCSI and click VSS/VDS Access.
2. From the VSS/VDS Clients list, select the VSS/VDS client and click Delete.
3. Click OK to save your changes.

Disks
The Disks page is a graphic representation of the status of Azure disks attached to your
SnapCLOUD. The disks are presented in individual virtual slots that grow in increments of
four as disks are added. As the slots are added as disks are added, the slots shown do not
represent the maximum number of disks for your Azure tier.

Hover your mouse over a drive icon ( ) to view drive details.

Caveats for Attaching Disks
For improved performance and more storage space, add and incorporate multiple virtual hard
disks to the SnapCLOUD server:
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•

Single disks incorporated in the Web Management Interface individually are added to
the storage pool as standalone drives. The storage pool spans into the drive and data
that lands on that drive is subject to performance characteristics of a single disk.

•

Multiple disks incorporated in the Web Management Interface together are configured
as a single RAID 0 and then added to the storage pool. The storage pool spans into the
RAID and data that lands on that RAID is subject to the performance characteristics of
a multi-drive RAID 0.
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A storage pool can therefore be composed of an assorted collection of individual drives and
RAIDs. This can result in inconsistent performance based on where the file system writes data
to the pool. For best performance, create your storage pool with the maximum number of
drives you expect to use and incorporate them all at the same time.
CAUTION: Removing a disk from SnapCLOUD causes the entire storage pool to fail. This action

renders any data residing on its drives inaccessible and is not recommended.

Attach Disk Drives
If your Azure tier permits more disks, you can attach one or more of them to expand the
storage pool on your SnapCLOUD.
1. Create and attach disks of the same size through Azure.
SnapCLOUD sees them after they are attached. They appear in the Storage > Disks
map as “Disk Unused” (for a new disk) or “Disk is Foreign” (reused, clean disk). A New
Disk Detected banner is shown with a link to incorporate the new disks.
NOTE: Disk drives that have been previously configured can be added; they are indicated in the
Storage > Disks list by the
icon (Disk is Foreign) and a message stating that the disk
has previously been used in a different system and all data will be deleted. If you want to
use the drive, continue to add it to the storage pool as you would any other drive.
2. Click the link in the banner (or navigate to the Storage > Storage Pools page).
3. In the Status column, click the link to open the Storage Pool Properties page.
4. Click OK to continue.
5. At the confirmation page, click Save Changes.
6. At the success notice page, click OK.
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Chapter 6

The Security options control the access to your SnapCLOUD and its data.

SnapCLOUD authentication validates a user’s identity by requiring the user to provide a
registered login name (User ID) and corresponding password. SnapCLOUD comes with
predefined local users and groups that allow administrative (admin) and guest user access to
SnapCLOUD via all protocols.
Administrators may choose to join SnapCLOUD to a Windows Active Directory domain, and
CIFS/SMB and AFP clients can then authenticate to SnapCLOUD using their domain
credentials. To accommodate NFS clients, SnapCLOUD can also join an LDAP or NIS domain,
and they can use it to look up user IDs (UIDs) and group IDs (GIDs) maintained by the domain
for configuration of quotas and ID mapping. For authentication control beyond the guest
account, Mac and FTP client login credentials can be created locally. See User and Group ID
Assignments on page 99.
Topics in Security Options
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•

Security Considerations

•

Security Guides

•

Shares

•

Local Users
©2015 Sphere 3D Corp.

 97

SnapCLOUD Version 7.6 Administrator’s Guide

•

Local Groups

•

Security Models

•

ID Mapping

•

Home Directories

6 - Security Options

Security Considerations
SnapCLOUD default security configuration provides one share to the entire volume. All
network protocols for the share are enabled, and all users are granted read-write permission
to the share via the guest account. By default, the guest user is disabled in SMB but enabled
for HTTP, AFP, and FTP.
Network clients can initially access SnapCLOUD using the guest account (where enabled), but
if you require a higher degree of control over individual access to the filesystem for these
clients, you must create local accounts (or use Windows Active Directory security for
CIFS/SMB and AFP clients).
A local user or local group is one that is defined locally on SnapCLOUD using the Web
Management Interface. The default users and groups listed below cannot be modified or
deleted.
•

admin – The local user admin account is only functional if a password has been
assigned to it. While the account is required and cannot be deleted, the password can be
changed.

•

guest – The local user guest account requires no password.

•

admingrp – The Admin group account includes the default admin user account and the
administrative user specified in the Azure portal when provisioning the SnapCLOUD
virtual machine. Any local user accounts created with admin rights are also
automatically added to this group including all other users created on the VM through
Azure.

Create local users (using Security > Local Users) or local groups (using Security > Local
Groups) in the Web Management Interface. Local users are also used for administrative access
to SnapCLOUD through the Web Management Interface, SSM, or CLI through SSH.

Guidelines for Local Authentication
These password authentication guidelines are for both local users and local groups.
Duplicating Client Login Credentials for Local Users and Groups. To simplify user access for
Windows Workgroup and Mac clients, duplicate their local client logon credentials on
SnapCLOUD by creating local accounts on SnapCLOUD that match those used to log on to
client workstations. This strategy allows users to bypass the login procedure when accessing
SnapCLOUD.
CAUTION: This strategy applies only to local users. Do not use duplicate domain user credentials

if joined to an Active Directory domain.
Default Local Users and Groups. Default users and groups admin, guest, and admingrp
appear on the list of users or groups on the local user or local group management pages, but
they cannot be deleted or modified (although the admin password can be changed).

10400701-001

©2015 Sphere 3D Corp.

 98

SnapCLOUD Version 7.6 Administrator’s Guide

6 - Security Options

Changing Local UIDs or GIDs. SnapCLOUD automatically assigns and manages UIDs and
GIDs. Because you may need to assign a specific ID to a local user or local group in order to
match your existing UID/GID assignments, SnapCLOUD makes these fields editable.
Password Policies. To provide additional authentication security, set password character
requirements, password expiration dates, and lockout rules for local users.
Local users can also be individually exempted from password expiration and character
requirement policies. The built-in admin user is exempt from all password policies.
Local Account Management Tools. The following tools are available for creating, modifying,
and editing local user and local group accounts:
Function

Navigation Path

Local User Management

Navigate to the Local Users page, from which you can
create, view, edit, and delete local users. You can also set
user password policy, including password character
requirements, maximum number of allowed logon failures,
and password expiration settings.

Local Group Management

Navigate to the Local Groups page, from which you can
create, view, edit, and delete local groups.

User and Group ID Assignments
SnapCLOUD uses the POSIX standard to assign UIDs or GIDs, in which each user and group
must have a unique ID. This requirement applies to all users and groups on SnapCLOUD,
including Windows Active Directory, LDAP, NIS, and local users.
If you join SnapCLOUD to a Windows, LDAP, or NIS domain, IDs are assigned using
available IDs only. Consider the following when creating users and groups:
•

UIDs and GIDs from 0 to 100 are unavailable for use. If you try to assign a UID or GID
that is less than 101 (or in use by Windows, LDAP, or NIS domain), you will get an error
message.

•

When SnapCLOUD automatically generates UIDs or GIDs for imported Windows
domain users or groups, UIDs or GIDs that are already in use by LDAP, NIS, or local
users are skipped.

•

When LDAP or NIS domain users and groups are imported, SnapCLOUD discards any
UIDs that are less than 101 or are in conflict with UIDs already in use by local or
Windows domain users and groups.

The nfsnobody and nobody user IDs (UID 65534 and 65535, respectively) and GIDs are
reserved. They are not mappable to other IDs, nor is another ID mappable to nfsnobody or
nobody .

External vs. Internal Access
By default SnapCLOUD is accessible on the Internet via HTTP, HTTPS, and SSH. This is
governed by inbound rules configured in the VM's Network Security Group in the Azure
portal. For increased security, ports you don't intend to use on the Internet should be closed.
Additional ports may be opened to permit access via other protocols and services (for example,
FTP or SnapEDR), but it is not recommended to open inbound ports to the Internet for SMB,
NFS, or AFP.
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SnapCLOUD is accessible via all protocols to other VMs on the same virtual network or clients
accessing the virtual network through a site-to-site or client-to-site VPN. The virtual network
is isolated from the Internet per the Network Security Group and essentially serves as a local
area network. As such, the SnapCLOUD VM behaves on the virtual network as a standard file
server, and normal practices apply for securing a file server.

Security Guides
Security Guides are special wizards to guide you through:
•

Setting up Windows Active Directory security.

•

Giving users or groups share-level access to an entire volume.

•

Giving users or groups share-level access to a folder on a volume.

Security Guide for Windows Active Directory
The Windows Active Directory Security Guide wizard guides you through the setup of
Windows Active Directory on your SnapCLOUD.
NOTE: You cannot join an Active Directory domain if NTP is enabled. If you see such a message, click
the NTP link to change your settings.
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Security Guide for Entire Volume Access
This Share Level Access Security Guide wizard guides you through the four steps it takes to
give share-level access to an entire volume.
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Security Guide for Folder Access on Volume
This Share Level Access Security Guide wizard guides you through the five steps it takes to
give share-level access to a folder on a volume.
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Shares
SnapCLOUD provides full integration with existing Windows Active Directory domain or
Unix LDAP or NIS user and group databases. At the share level, administrators can assign
read-write or read-only share access to individual local and Windows domain users and groups
for Windows/SMB, AFP, FTP, and HTTP. Administrators can also edit the NFS exports file to
control how shares are exported to NFS client machines.

SnapCLOUD supports file access in Windows, Apple, and Unix networks, as well as access via
HTTP and FTP. New shares are created by default with full read-write access to all users,
subject to the filesystem permissions on the share target directory. The first step to securing
SnapCLOUD is to specify access at the individual share level. Administrators can assign readwrite or read-only share access to individual Windows (and local) users and groups.
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Create Shares
To create a new share, at a minimum you need to specify the share name, volume, and folder
path. Click Create Share on the default Shares page to start the process.
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By clicking the Advanced Share Properties link, additional options are displayed. Use these
options to hide the share from network browsing, select the protocols supported and create a
snapshot share associated with this share.

Click to display the options shown below

Share Creation
Creating a share includes selecting the volume, security model, and directory path for the
share and then defining share attributes and network access protocols.
1. Accept the default share name or enter a new one.
To ensure compatibility with all protocols, share names are limited to 27 alphanumeric
characters (including spaces).
2. Choose the volume you need from the drop-down menu.
3. Select from the following path options:
•

To create a share to the entire volume – Leave the field blank if this is the
desired configuration. The current Path field defaults to the root path of the volume.

•

To create a share to a folder on the volume – Browse to the folder to which you
want to point the share, click the folder name, and click OK.

NOTE: If you want to create a new folder inside any other folder, type the folder name into New
Folder Name and click Create Folder.
4. If desired, enter a description to clarify the purpose of the share.
10400701-001
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5. Choose a security model for path by selecting Windows/Unix, Windows, or Unix from
the drop-down list.
The option defaults to the current security model at the specified path. If changed to a
different security model, the change will propagate to all files and subdirectories
underneath. For more information, see Security Models on page 129.
6. Choose the user-based share access option desired for Windows/SMB, AFP, FTP, and
HTTP users:
Choose either Create share with full read and write access for all users, or Create share
with Admin-only access and proceed to Share Access page to configure the user share
access. For more information, see Share Access Behaviors on page 110.
NOTE: If selecting the share with Admin-only access option and the share has NFS enabled, be
sure to configure the NFS access settings afterward.
7. To further configure the share, click Advanced Share Properties and enter any of the
following:
Option

Description

Hide this Share

Select this option if you want the share to be hidden from network
browsing using SMB, HTTP/HTTPS, AFP, and FTP protocols (but not
NFS).

Protocols

Select the access protocols for the share: Windows (SMB), Linux/Unix
(NFS), Apple (AFP), Web (HTTP/HTTPS), and FTP/FTPS. Check all that
apply.

Snapshot Share

To create a snapshot share, check the Create Snapshot Share box.
Optionally, do either of the following:
• To hide the snapshot share from the SMB, HTTP, AFP, and FTP
protocols, check the Hide Snapshot Share box.
• If you do not want to accept the default name provided, enter a
unique name for the Snapshot Share Name field. Use up to 27
alphanumeric characters (including hyphens and spaces).

8. Click Create Share to complete the process.

Edit Share Properties
NOTE: You cannot change the volume (or path) of a share once it is created. If you need to change
the share’s volume, you must delete the share and create a new share on the other volume.
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Once a share has been created, you can change its name, description and the advanced
properties. To edit the properties, go to Security > Shares > Share Properties (displayed by
clicking the share name in the table).

By clicking the Advanced Share Properties link, additional options are displayed. Use these
options to hide the share from network browsing, select the protocols supported, and create a
snapshot share associated with this share.

Click to display the options shown below
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Option

Description

Name

Accept the default share name or enter a new one. If you change the
default, observe the following guidelines:
• Make sure the share name is unique on this SnapCLOUD.
• To ensure compatibility with all protocols, share names are limited
to 27 alphanumeric characters (including hyphens and spaces).

Description

If desired, enter a description of the share. This is an opportunity to
clarify the purpose of the share.

Hide this share

Select this option if you want the share to be hidden from network
browsing using SMB, HTTP/HTTPS, AFP, and FTP/FTPS (but not NFS)
protocols.

Protocols

Select the access protocols for the share: Windows (SMB), Linux/Unix
(NFS), Apple (AFP), Web (HTTP/HTTPS), and FTP/FTPS. Check all that
apply.

Snapshot Share

The option that displays depends on whether a snapshot share
currently exists.
To create a snapshot share, check the Create Snapshot Share box.
Optionally, do either of the following:
• To hide the snapshot share from the SMB, HTTP, AFP, and FTP
protocols (but not NFS), check the Hide Snapshot Share box.
• If you do not want to accept the default name provided, enter a
unique name for the Snapshot Share Name field. Use up to 27
alphanumeric characters (including hyphens and spaces).
To remove an existing snapshot share, check the Remove Snapshot
Share box.

Delete Shares
To delete a share, go to Security > Shares > Share Properties (displayed by clicking the share
name in the table).
1. At the Delete Share page, click Delete Share.
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2. At the confirmation page, click Delete Share again.

Configure Share Access
In Security > Shares, in the Access column, click Open for the share you want to configure.
The Share Access page is displayed. You can set access levels for the share, as well as grant or
deny access to specific users and groups.
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NOTE: To add a new user to a share, you must first create the user, then add that user to the share.
Please see Local Users on page 117 for information on creating new users.

Share Access Behaviors
Administrators tasked with devising security policies for SnapCLOUD will find the following
share access behaviors informative:
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•

Share access defaults to full control – The default permission granted to users and
groups when they are granted access to the share is full control. You may restrict
selected users and groups to read-only access.

•

User-based share access permissions are cumulative – An SMB, HTTP, AFP, and
FTP user’s effective permissions for a resource are the sum of the permissions that you
assign to the individual user account and to all of the groups to which the user belongs
in the Share Access page. For example, if a user has read-only permission to the share,
but is also a member of a group that has been given full-access permission to the share,
the user gets full access to the share.
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•

NFS access permissions are not cumulative – An NFS user’s access level is based
on the permission in the NFS access list that most specifically applies. For example, if a
user connects to a share over NFS from IP address 192.168.0.1, and the NFS access for
the share gives both read-write access to “*” (All NFS clients) and read-only access to
192.168.0.1, the user will get read-only access.

•

Interaction between share-level and file-level access permissions – When both
share-level and file-level permissions apply to a user action, the more restrictive of the
two applies. Consider the following examples:
Example A: More restrictive file-level access is given precedence over more permissive
share-level access.
Share Level

File Level

Result

Full control

Read-only to File A

Full control over all directories and files in SHARE1
except where a more restrictive file-level permission
applies. The user has read-only access to File A.

Example B: More restrictive share-level access is given precedence over more permissive
file-level access.
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Share Level

File Level

Result

Read-only

Full control to File B Read-only access to all directories and files in
SHARE1, including where a less restrictive file-level
permission applies. The user has read-only access
to File B.
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Set User-based Share Access Permissions
Share permissions for Windows, Apple, HTTP, and FTP users are configured from Security >
Shares by clicking the link in the Access column of the share you want to configure. Share
permissions for NFS are configured and enforced independently. See NFS Access for Shares
on page 114 for more information.

User-based share access permissions apply to users connecting over SMB, AFP, HTTP, or
FTP. Users and groups with assigned share access permissions appear in the list on the left
(Users and groups with specific access to share). To search for those without assigned access,
use the box on the right (Search for users and groups).
The default permission granted to users and groups when they are granted access to the share
is Full Access. You may restrict selected users and groups to Read-only Access.
Share-Level Access Permissions
Full

Users can read, write, modify, create, or delete files and
folders within the share.

Read-only

Users can navigate the share directory structure and view
files.

1. Display the Share Access page (Security > Shares > access_link).
2. To add share access permissions for a user or group:
a. At the bottom, using the drop-down list, select the domain or local user/group list
to search.
NOTE: For domains that require authentication (showing an “(A)” after the name), after selecting
the domain name, enter the User Name and Password for that domain. The user name
and password can be for any user in the domain and are used to retrieve basic
information (like the user and group lists) from the domain.
10400701-001
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b. Enter the search string (or select Find All).
When entering a search string:
•

Returned results will include all users and groups whose name begins with the
string entered in the Search field.

•

The search results returned may be limited. Fine tune your search by using a
more specific string to return the names desired.

•

On the rare occasion you need to search for a domain that is not listed (“remote
domain”), select a domain from the Search drop-down list through which to
search, then enter in the Find box the name of the remote domain, followed by a
slash (/) or backslash (\) and the user name for which you are searching (for
example, remote_domain\user_name).

c. Click Search to display any matches.
After you click Search, another authentication prompt may be presented to
authenticate with the remote domain.
d. Select one or more names in the list.
Users that already have access are shown in purple font with a plus sign (+) in front
of their name.
e. Choose either Full Access or Read Only from the drop-down list.
f. Click Add.
NOTE: To display recent user or group picks, click the faces ( ) icon. A list with a green
background is displayed. Click the now green icon again to return to the normal search
box.

3. To remove share access permissions for a user or group:
a. Select one or more users or groups in the left box.
b. Click Remove.
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4. To change access permissions for a user or group, select one or more users or groups
in the left box, then select either Full Access or Read Only from the drop-down list, and
finally click Change Access.
5. To quickly specify either Open or Admin-only access for the entire share, click either
Set Open Access or Set Admin Access.
6. Click OK to save share permissions.
NFS Access for Shares
NOTE: Multiple shares pointing to the same target directory must have the same NFS access
settings. The Web Management Interface applies the same NFS access for all shares pointing
to the same directory.
To configure NFS access, click the link shown in the NFS Access column for the share you
want to configure. You can configure NFS access to the share using standard Linux “exports”
file syntax.
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On the Shares page, click the name of the access type listed in the NFS Access column to open
the NFS Share Access page.

The NFS access text box is a window into the client access entries in the exports file. This file
serves as the access control list for filesystems that may be exported to NFS clients. You can
use the Add Host controls as described below to assist in making entries to the file, or you can
directly edit the text box. After all entries are made, click OK to return to the Shares page.
NOTE: The syntax used in this file is equivalent to standard Linux exports file syntax. If SnapCLOUD
detects any errors in syntax, a warning message appears. You can choose to correct or ignore
the error warning.
The Exports File Default Options. The SnapCLOUD default setting provides read-write access
to all NFS clients.
*(rw,insecure,async,root_squash,no_all_squash)
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The entry options are explained in the following table:
Entry Code

Meaning

Asterisk

All NFS clients

ro

The directory is shared read only (ro).

rw

The client machine will have read and write (rw) access to the
directory.

insecure

Turns off the options that require requests to originate on an Internet
port less than IPPORT_RESERVED (1024).

root_squash

Forces users connected as root to interact as the “nobody” user (UID
65534). This is the SnapCLOUD default.

no_root_squash

no_root_squash means that if root is logged in on your client
machine, it will have root privileges over the exported filesystem. By
default, any file request made by user root on the client machine is
treated as if it is made by user nobody on SnapCLOUD. (Exactly which
UID the request is mapped to depends on the UID of user nobody on
SnapCLOUD, not the client.) If no_root_squash is selected, then root
on the client machine will have the same level of access to the files
on the system as root on SnapCLOUD. This can have serious security
implications, although it may be necessary if you want to perform any
administrative work on the client machine that involves the exported
directories. You should not specify this option without a good reason.

async

Tells a client machine that a file write is complete – that is, has been
written to stable storage – when NFS has finished handing the write
over to the filesystem.

no_all_squash

Allows non-root users to access the nfs export with their own
privileges.

Configuring Export Strings for NFSv4 with Kerberos Security. Share access for NFSv4 clients
can be enforced either by the traditional NFS host method (described in The Exports File
Default Options on page 115) or via Kerberos.
If Kerberos is enabled, access is applied uniformly to all Kerberos-authenticated NFSv4
clients connected using the matching Kerberos option. Host-based access as described in The
SnapServer Exports File Default Options still applies to NFSv2 and v3 clients when Kerberos
is enabled, but it does not apply to NFSv4 clients.
When Unix Kerberos security is enabled for NFSv4, the following entries are automatically
added to the NFS Access settings for each NFS-enabled share:
gss/krb5(rw,insecure,async,root_squash,no_all_squash)
gss/krb5i(rw,insecure,async,root_squash,no_all_squash)
gss/krb5p(rw,insecure,async,root_squash,no_all_squash)

These give read-write access to Kerberos-authenticated NFSv4 users connecting via:
•

Standard Kerberos (gss/krb5)

•

Kerberos with data integrity checksumming (gss/krb5i)

•

Kerberos with protection/encryption (gss/krb5p).

These entries can be independently removed, added, and modified on each NFS-enabled
share.
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Using the Add Host Option. Follow these steps:
1. Select one of the following options:
•

SnapCLOUD Default Options – Inserts the default options as described above.

•

Read Only – Inserts the read only option only.

•

Both – Inserts default options, but substitutes read only for read/write.

2. Do one of the following in the NFS host text box:
•

To apply the options to all NFS hosts – Leave this field blank.

•

To apply the options to specific hosts – Enter one or more IP addresses.

3. Click Add Host.

Local Users
The Local Users page provides all the options to manage local users. Local users are users that
are known only to the SnapCLOUD being accessed. Each SnapCLOUD comes with two
predefined users: admin and guest. The admin user has full Administrator rights. Go to
Security > Local Users to view settings or make changes.

10400701-001

©2015 Sphere 3D Corp.

 117

SnapCLOUD Version 7.6 Administrator’s Guide

6 - Security Options

Create a User
Click Create to create a new user on this SnapCLOUD. Enter the user data, select any special
options, and click Create User again.

Local User Creation
1. On the Local Users page, click Create User.
2. On the Create Local User page that opens, enter the requested information:
Option

Description

Name

Use up to 31 alphanumeric characters and the underscore.

Full Name

Use up to 49 alphanumeric characters (includes spaces). Input in this
field is optional.

Password

Passwords are case-sensitive. Use up to 15 alphanumeric characters
without spaces.

Confirm Password

Type the chosen password again for verification.

User ID (UID)

Displays the user identification number assigned to this user. Alter as
necessary. For information on available UID ranges, see User and
Group ID Assignments on page 99.

Disable User Login

Check this box to disable the user login. The user’s information will
remain in the system, but login rights are denied. The user login can
be re-enabled by clearing the box.
This box can also be used to enable a user locked out by the Disable
login after n attempts password policy.

Exempt from Password
This checkbox is only visible if Password Policy is enabled.
Expiration and Character Check this box to exempt this user from password expiration and
Requirements
character requirement policies.
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Option

Description

Grant Admin Rights To
This User

Check this box to allow the user access to the Web Management
Interface and SSH (for access to the CLI and backup agent
installation.

3. Click Create User again to create the user account.

Edit User Properties
Highlight a user and click Properties to open the Local User Properties page to make changes
to the user’s full name, password, or user ID (UID). Note that the UID cannot be changed for
the built-in admin user.

Only shown if Password Policy enabled

Local User Properties Configuration
1. On the Local Users page, highlight the user you want to edit and click Properties.
2. On the Local User Properties page that opens, enter or change any of the information:
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Option

Description

Name

NOTE:

Full Name

Use up to 49 alphanumeric characters (includes spaces). Input in this
field is optional.

Password

Passwords are case-sensitive. To keep the existing password, leave
this field blank.

Password Verify

Type the chosen password again for verification. To keep the existing
password, leave this field blank.

Cannot be modified. Instead, delete and recreate the user
with the same UID if you need to change the user name.
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Option

Description

User ID (UID)

Displays the user identification number assigned to this user. Alter as
necessary. For information on available UID ranges, see User and
Group ID Assignments on page 99.
NOTE:

Disable User Login

Changing a user’s UID may alter filesystem access
permissions that apply to that UID. In addition, any existing
permissions for a UID previously assigned to a user that are
changed to a different UID may become active if another user
is created with the same UID. Carefully consider security
configuration on existing files and directories before changing
the UID of a user.

Check this box to disable the user login. The user’s information will
remain in the system, but login rights are denied. The user login can
be re-enabled by clearing the box.
This box can also be used to enable a user locked out by the Disable
login after n attempts password policy.

Exempt from Password
NOTE: This box is only visible if Password Policy is enabled.
Expiration and Character
Check this box to exempt this user from password expiration and
Requirements
character requirement policies.
Grant Admin Rights To
This User

Check this box to allow the user access to the Web Management
Interface and SSH (for access to the CLI and backup agent
installation).

3. Click OK.

Manage Local User Password Policies
NOTE: Local users can be individually exempted from password expiration and character
requirements. This may be necessary for some special users, such as users configured to
perform backups. See Local User Creation on page 118 for procedures to set password policy
for local users. Also, the built-in admin user is automatically exempt from all password
policies.
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Use Password Policy to make changes to the local user password settings.

Password Policy Management for Local Users
1. On the Local Users page, click Password Policy.
2. On the Local Users Password Policy page, check the Enable Password Policy box.
3. Enter the following information:
Option

Description

Character Requirements

Select the alpha/numeric/special character requirements for the
password from the drop-down list.

Minimum Number of
Characters

Check this box to enable the policy, then enter the minimum number
of characters required for the password.

Disable Login After n
Attempts

Check this box to enable the policy, then enter the number of times a
user can fail to login before the system locks the user out.
NOTE:

To unlock a user, clear the Disable User Login box for the user
in the Local Users page.

Re-enable a Disabled
Login After n Minutes

If you have defined a limit to the number of times a user can fail to log
in, you can also check this box and enter a time period after which the
system will allow the user to log in again. This saves the administrator
from having to manually re-enable the user.

Expire Password After n
Days

Check this box to enable the policy, then enter the number of days
before the password must be changed.
NOTE:

Local users with expired passwords can change their
passwords at: http://<snapcloud_name>/changepassword.

4. Click OK to save the settings.
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Assign User to Group
Use the Groups for Local User page (Security > Local Users > Groups) to make changes to a
local group membership.

Add or Remove Users from Groups
1. On the Local User page, select a user.
2. Click Groups.
The group settings for the selected user are shown.
3. To make a change:
•

To add the user to a group, from the list on the right, select a group name and click
<-Add.

•

To remove the user from a group, from the list on the left, select the group name
and click Remove->.

4. Click OK to save your changes.
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Delete Local User
On the Local Users page, use the following process to remove a user.

Local User Deletion
1. On the Local Users page, select the user to be deleted.
2. Click Delete.
The confirmation page is displayed.
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3. Click Delete User to delete the selected user.

Local Groups
The Local Groups page (Security > Local Groups) provides all the options to manage local
groups. Local groups are groups of local users that are known only to the SnapCLOUD being
accessed. Each SnapCLOUD comes with one predefined group (admingrp).

10400701-001

©2015 Sphere 3D Corp.

 124

SnapCLOUD Version 7.6 Administrator’s Guide

6 - Security Options

Create New Group
Use Create to create a new group on this SnapCLOUD. Options include the group name and
changing the Group ID (GID).
New Local Group Creation
1. On the Local Groups page, click Create Group to access the Create Local Group page.

2. Enter the following information:
Option

Description

Group Name

Use up to 31 characters (alphanumeric and the underscore only).

Group ID (GID)

Displays the user identification number assigned to this user.
Alter as necessary. For information on available UID ranges, see
User and Group ID Assignments on page 99.

3. Click Create Group when finished.
4. The Users for Local Group page is displayed, allowing you to immediately add users to
your new group.
5. Click OK when you are finished adding users.
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Edit Group Properties
Use Properties to open the Local Group Properties page to make changes to the options there.

Local Group Properties Editing
1. On the Local Groups page, select the group you want to edit and click Properties.
2. On the Local Groups Properties page that opens, you can change the GID. For
information on available UID ranges, see User and Group ID Assignments on page 99.
NOTE: Changing a group’s GID may alter filesystem access permissions that apply to that GID. In
addition, any existing permissions for a GID previously assigned to a group that are
changed to a different GID may become active if another group is created with the same
GID. Carefully consider security configuration on existing files and directories before
changing the GID of a group.
3. Click OK.

10400701-001

©2015 Sphere 3D Corp.

 126

SnapCLOUD Version 7.6 Administrator’s Guide

6 - Security Options

Specify Users in Group
Use the Users for Local Group page (Security > Local Groups > Users) to make changes to the
membership of a local group.

Add or Remove Group Users
1. On the Local Groups page, select a group name and click Users.
2. To make a change:
•

To add the user to a group, from the list on the right, select a user name and click
<-Add.

•

To delete the user from a group, from the list on the left, select the user name and
click Remove->.

3. Click OK when finished.
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Delete Group
On the Local Groups page, use the following process to remove a group.

Local Group Deletion
1. On the Local Groups page, select the group to be deleted and click Delete.
The delete confirmation page is displayed.
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2. Click Delete Group to delete the selected group (or Cancel to cancel the deletion).

Security Models
There are three file-level security models that can be used by SnapCLOUD:
•

Windows/Unix

•

Windows

•

Unix

The security model determines the rules regarding which security personality is present on
files and folders created by the various protocols and clients, and whether the personality of
files and folders can be changed by changing permissions.
NOTE: Folders created in a volume default to the security model of that volume. The folder’s security
model may differ from the personality of the folders (for example, folders with a
Windows/Unix security may have a Unix personality).
For more information about security models, see Appendix B, Security and Access.

Volume Security Models Management
1. Select Security > Security Models.

2. Click the Security Model for Volume name (Windows/Unix, Windows, or Unix).
Clicking the Volume name does the same thing.
3. From the drop-down list, select the security model type desired and click OK.
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4. At the confirmation message, click Apply Security Model.
If there are files and directories under the volume, you are prompted whether you want
to recursively apply the change. This resets permissions on all files and directories to
make them accessible by all users, and configured for the Windows personality
(Windows and Windows/UNIX security models) or UNIX personality (UNIX security
model). When done, the main page displays a conversion status.
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ID Mapping
ID mapping allows users and groups that exist on Windows domains to share user and group
IDs with local, LDAP, or NIS users and groups. This results in the same permissions and
quota consumption applying to both users and groups in an ID-mapped pair.

Select a local, LDAP, or NIS user or group from the displayed list on the default page. You can
then use Add Mapping to map the user’s UID or group’s GID to that of a Windows domain user
or group. Change Mapping is used to change existing mappings. Remove Mappings removes
one or more mappings while Remove All Mappings removes all mappings that had been
previously established.
Options to simplify the discovery of a desired user or group to manage their ID mapping
search options are presented at the bottom of the selection pages:
•

Check View only unsaved changes to display only mapping changes that have not yet
been applied.

•

Check View only mapped users and groups to display only local, LDAP, or NIS users
and groups that have been mapped to a Windows domain user or group.

Add Mapping
NOTE: Adding or changing an ID mapping requires that SnapCLOUD be joined to a Windows Active
Directory domain.
Follow this procedure to map a user or group:
1. If the desired user or group to be mapped to does not appear in the ID Mapping page list,
use the search option to locate it.
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a. At the bottom of the list, using the Search drop-down list, select the local, LDAP, or
NIS user or group list to be searched.
b. Select Find and enter the search string (or select Find All).
Enter the exact name (or a string with a wild card “*” before or after) as the search
string.
c. Click Search to display any matches.
2. Select a user or group from the results list and click Add Mapping.
3. At the Add Mapping page, to find the user/group you want to map to, select the Windows
domain user or group list, the scope of the search, enter a search string if needed, and
click Search.
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•

To search for a specific user or group, use either Find All or a Find search string (wild
card “*” before or after is allowed).

•

For domains that REQUIRE authentication (showing an (A) after the name), select
the domain name, enter the user name and password for that domain, and use either
Find All or a Find search string (using the first few letters of the user/group name).

•

On the rare occasion you need to search for a Windows domain that's not listed
(remote domain), select a Windows domain from the Search drop-down list through
which to search, then enter in the Find box the name of the remote domain, followed
by a slash (/) or backslash (\) and the user name for which you are searching (for
example, remote_domain\user_name). After you click Search, another
authentication prompt may be presented to authenticate with the remote domain.
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4. From the search results, select the Windows domain user/group to which you want to
map the local, LDAP, or NIS user, and click Add Mapping.

The mapping result is shown on the default page with the users/groups that were mapped in
purple with a plus (+) in front of their name.
NOTE: To display only changes that have not yet been applied, check the View only unsaved changes
box. To display only local or NIS users/groups that have been mapped to a Windows domain
user or group, check View only mapped users and groups box.
5. Repeat Steps 1–4 to add additional mappings.
6. Click OK to save changes (or Cancel to reset).
7. When done with all your mappings, click OK to activate them.
8. At the confirmation page, click Save Changes.
9. At the filesystem update option page, choose either Update Filesystem or Do Not Update
Filesystem.
IMPORTANT: Updating may take some time, depending upon how many files and folders
are on your system. If you elect not to do this operation, any files and folders owned by
(or having permissions by) any of the Windows users and groups you have just updated
will remain unchanged and cannot be updated at a later time.
See Update Filesystem on page 137 for more details.

Change Mapping
To map an already mapped local, LDAP, or NIS user or group to a different Windows domain
user or group, follow these steps:
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1. If the desired user or group to be changed does not appear in the default page list, use
the search option to locate them.

a. At the bottom of the list, using the Search drop-down list, select the local, LDAP, or
NIS user or group list to be searched.
b. Select Find and enter the search string (or select Find All).
Enter the exact name (or a string with a wild card “*” before or after) as the search
string.
c. Click Search to display any matches.
2. Select a mapped user/group to be changed and click Change Mapping.
3. At the Change Mapping page, to find the user/group you want to map to, select the
Windows domain user or group list, the scope of the search, enter a search string if
needed, and click Search.
•

To search for a specific user or group, use either Find All or a Find search string (wild
card “*” before or after is allowed).

•

For domains that REQUIRE authentication (showing an (A) after the name), select
the domain name, enter the user name and password for that domain, and use either
Find All or a Find search string (using the first few letters of the user/group name).

•

On the rare occasion you need to search for a Windows domain that's not listed
(remote domain), select a Windows domain from the Search drop-down list through
which to search, then enter in the Find box the name of the remote domain, followed
by a slash (/) or backslash (\) and the user name for which you are searching (for
example, remote_domain\user_name). After you click Search, another
authentication prompt may be presented to authenticate with the remote domain.

4. From the search results, select the Windows domain user/group you want to re-map
the local, LDAP, or NIS user to and click Change Mapping.
5. Repeat Steps 1–4 until all changes are made.
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6. Click OK to save changes (or Cancel to reset).
7. When done with all your mappings, click OK to activate them.
8. At the confirmation page, click Save Changes.
9. At the filesystem update option page, choose either Update Filesystem or Do Not Update
Filesystem.
IMPORTANT: Updating may take some time, depending upon how many files and folders
are on your system. If you elect not to do this operation, any files and folders owned by
(or having permissions by) any of the Windows users and groups you have just updated
will remain unchanged and cannot be updated at a later time.
See Update Filesystem on page 137 for more details.

Use Auto Mapping
Auto mapping generates a list of ID mappings for Windows users and groups that have the
same name as your local, LDAP, or NIS users and groups (local has precedence over LDAP
and NIS).
1. Click Auto Mapping to generate a list of Windows domain users/groups that have the
same name as your local, LDAP, or NIS users and groups.
Domain, local, LDAP, and NIS user/group lists are compared. The matches are
automatically queued. Users and groups already mapped are not affected.
2. At the Auto Mapping confirmation page, click View Auto Mappings to display a page
summarizing your changes.
3. At the summary page, verify the mappings and remove (Remove Auto Mapping) any
users or groups you do not want to map.
4. When the list is correct, click OK to save changes (or Cancel to reset).
5. When done with all your mappings, click OK to activate them.
6. At the confirmation page, click Save Changes.
7. At the filesystem update option page, choose either Update Filesystem or Do Not Update
Filesystem.
IMPORTANT: Updating may take some time, depending upon how many files and folders
are on your system. If you elect not to do this operation, any files and folders owned by
(or having permissions by) any of the Windows users and groups you have just updated
will remain unchanged and cannot be updated at a later time.
See Update Filesystem on page 137 for more details.

Remove Mappings
User mappings can be removed individually or all at once. Once removed, they can not be
restored but must be added back using Add Mapping on page 131. You also have the option to
update the filesystem after removing the ID mappings.
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Remove Individual Mappings
1. At the default ID Mapping page, select one or more users/groups you wish to unmap.
To make it easier to find mappings for removal, check View only mapped users and
groups to display only local, LDAP, or NIS users or groups that have been mapped.
2. Click Remove Mappings.
3. At the confirmation page, verify the users/groups listed and click Remove Mappings.
The selected mappings are removed and the default page is displayed with the
users/groups that were unmapped in purple with a plus (+) in front of their name.
4. Click OK to save changes (or Cancel to reset).
5. When done with all your mappings, click OK to activate them.
6. At the confirmation page, click Save Changes.
7. At the filesystem update option page, choose either Update Filesystem or Do Not Update
Filesystem.
IMPORTANT: Updating may take some time, depending upon how many files and folders
are on your system. If you elect not to do this operation, any files and folders owned by
(or having permissions by) any of the Windows users and groups you have just updated
will remain unchanged and cannot be updated at a later time.
See Update Filesystem on page 137 for more details.
Remove All Mappings
The Remove All Mappings option allows you to remove all ID mappings on SnapCLOUD. If
there are no mappings, the button is grayed out.
1. At the default ID Mapping page, click Remove All Mappings.
If needed, check View only unsaved changes to display only mapping changes that have
not yet been applied. Check View only mapped users and groups to display only local,
LDAP, or NIS users/groups that have been mapped to a Windows domain user or group.
2. At the confirmation page, click Remove Mappings.
All the mappings are removed and the default page is displayed with the users/groups
that were unmapped in purple with a plus (+) in front of the names.
3. Click OK to save changes (or Cancel to reset).
4. When done with all your mappings, click OK to activate them.
5. At the confirmation page, click Save Changes.
6. At the filesystem update option page, choose either Update Filesystem or Do Not Update
Filesystem.
IMPORTANT: Updating may take some time, depending upon how many files and folders
are on your system. If you elect not to do this operation, any files and folders owned by
(or having permissions by) any of the Windows users and groups you have just updated
will remain unchanged and cannot be updated at a later time.
See Update Filesystem on page 137 for more details.
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Remove Missing ID Mappings
If SnapCLOUD has mappings for users or groups that no longer exist, the following warning
message may be displayed at the top of the main ID Mappings page:
Warning: There are ID mappings that relate to missing or unknown users or groups.
These mappings can only be removed. Click here to view and remove these
mappings.

1. Click the Click here link in the warning message to display the Remove Missing
Mappings page.
2. Click Remove Missing Mappings to clear the missing mappings from the system.
A confirmation is shown on the ID Mapping main page.
3. Click OK to save changes.

Update Filesystem
After making any changes to ID mappings, you are presented with a filesystem update option
page, where you can choose either Update Filesystem or Do Not Update Filesystem options.
If you choose Update Filesystem, UID and GID ownership on files and SIDs in ACLs are
updated to reflect the ID mapping operation.
IMPORTANT: Updating may take some time, depending upon how many files and folders are on
your system. If you elect not to do this operation, any files and folders owned by (or having
permissions by) any of the Windows users and groups you have just updated will remain
unchanged and cannot be updated at a later time.
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Home Directories
To enable Home Directories, go to Security > Home Directories and check Enable Home
Directories. Choose the volume, path, and protocols you want.

The Home Directories feature creates a private directory for every local or Windows domain
user that accesses the system. When enabling Home Directories (from Security > Home
Directories), the administrator creates or selects a directory to serve as the home directory
root. When a user logs in to SnapCLOUD for the first time after the administrator has enabled
Home Directories, a new directory named after the user is automatically created inside the
home directory root, and is configured to be accessible only to the specific user and the
administrator.
Depending on the protocol, home directories are accessed by users either via a user-specific
share, or via a common share pointing to the home directory root.
Home directories are supported for SMB, NFS, AFP, HTTP/HTTPS, and FTP/FTPS. They are
accessed by clients in the following manner:
•

For SMB, AFP, and HTTP/HTTPS, users are presented with a virtual share named after
the user name. The virtual share is visible and accessible only to the user. Users are not
limited only to their virtual shares; all other shares on SnapCLOUD continue to be
accessible in the usual fashion.

•

For NFS, the home directory is exported. When a user mounts the home directory root,
all home directories are visible inside the root, but the user’s home directory is accessible
only by the user and the administrator.
NOTE: If desired, Unix clients can be configured to use a Snap Home Directory as the local user’s
system home directory. Configure the client to mount the home directory root for all users,
and then configure each user account on the client to use the user-specific directory on
SnapCLOUD as the user’s home directory.
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For FTP/FTPS, local users will automatically be placed in their private home directory
when they log in. Access to the home directory is facilitated through a share pointing to
a parent directory of the home directory, so users can still change to the top-level
directory to access other shares.

If ID Mapping is enabled, domain users and local users mapped to the same user are directed
to the domain user’s home directory. In some cases, data in the local user’s home directory is
copied to the domain user’s home directory:
•

If a local user home directory accumulates files before the local and domain users are
mapped and if the domain user’s home directory is empty, the local user’s files are copied
to the domain user’s home directory the first time the local user connects after the users
are mapped.

•

If both the local and domain user home directories accumulate files before the local and
domain users are mapped, the files in the local user’s home directory are not copied to
the domain user’s home directory.

Configure Home Directories

Check or complete the following fields and click OK:
Field

Description

Enable Home
Directories

Check to enable Home Directories for local users and activate the
options. Remove the check to disable.

Volume

Select the volume where the Home Directories will be located.
NOTE:
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Be sure the volume you select has enough disk space.
Once Home Directories are placed, they cannot be moved.

Path

Provide the path to the Home Directories or click Browse to create a
new folder. The default path is /home_dir/.

Protocols

Check each of the protocols where Home Directories will be
enabled.
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NOTE: Do not put Home Directories on a volume that might be deleted. If you delete the volume, you
will also delete the Home Directories.
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Chapter 7

This chapter addresses the options for monitoring SnapCLOUD.

Topics in System Monitoring:
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•

System Status

•

Active Users

•

Open Files

•

Network Monitor

•

Event Log
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System Status
Use the System Status page (Monitor > System Status) to assess the virtual hardware status
and key information of SnapCLOUD.

The following status fields are displayed for SnapCLOUD. Any critical messages are displayed
in a red font.
Field

Description

SnapCLOUD Name

Name of the SnapCLOUD.

SnapCLOUD Model

SnapCLOUD model name.

OS Version

The version of the SnapCLOUD operating system currently
loaded on the SnapCLOUD server.

Server Number

Number derived from the MAC address of the Ethernet 1 port,

Serial Number

Unique number assigned to SnapCLOUD.

Uptime

The amount of time SnapCLOUD has been up (since the last
reboot) in a user readable format.

Memory

Amount of system RAM.

CPU

The type of central processing unit (CPU). If more than one CPU
exists, each is listed separately.

Click Refresh to update the information. Click Close to return to the main Monitor page.
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Active Users
Use this page to view read-only details on the active users logged on to the server. Information
available on this page includes user names of all active users, their workstation names,
authorization, the number of open files they have on the share, the protocol, and when they
logged on. Columns can be sorted in ascending or descending order by clicking the column
head.
NOTE: Active users are not displayed for HTTP or NFS.
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Open Files
Use this page to view read-only details on the open files in use on this server.
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Network Monitor
This feature can be used to monitor network utilization. Monitoring is disabled by default. Go
to Monitor > Network Monitor and click Enable Network Monitoring to turn it on.

Return to System Monitoring main page.
View Usage
Graph Options
Download Usage Records
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View Usage
You can go to Monitor > Network Monitor to view graphs showing current usage, total
throughput, or combined usage for a user-configurable time period. The data is refreshed
every 15 seconds.

NOTE: You can manually refresh the data by using the Refresh button above the graph, the Refresh
button at the bottom of the page, or the Refresh icon ( ) at the right corner of the tab bar.
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Icons / Options

Description

Total Throughput

This icon controls whether the graph represents individual (separate
input and output) throughput or total combined (input plus output)
throughput.
• When blue, the option is not active and the numbers reflect the
individual input and output usage.
• When green, the option is active and the numbers reflect the total
throughput (combined input and output).
Click the icon to enable the option (green) or disable it (blue).

Off

On

Y-Axis Display Options

Use this drop-down menu to set the unit of measurement of the
Y-Axis to be either MB/s (megabytes per second) or GB/s (gigabytes
per second).

Time Options

Controls the overall time range represented in the graph. Enter a
value from 1 to 999 and use the drop-down menu to select the time
interval of minutes, hours, or days.

When you mouseover the usage bars, tool tip messages are displayed under the graph titles for
that bar. Depending on the type of bar (Combined or Output), the message shows information
about the network usage.
The buttons at the bottom of the page let you disable network monitoring, download the
network usage logs, manually refresh the data, or close the page.

Return to Network Monitor page.

10400701-001

©2015 Sphere 3D Corp.

 147

SnapCLOUD Version 7.6 Administrator’s Guide

7 - System Monitoring

Graph Options
Below each graph is a gray Zoom Bar that can be used to show a specific time range. When
zoomed in, the graphs are frozen and not updated.
•

You can scale the magnification of the graph by either clicking and dragging
horizontally within the graph area or using the handles at the sides of the Zoom Bar.

•

To pan and view any time period within the specified overall time range in more detail,
Shift-click and drag the graph or click and drag the ends of the Zoom bar horizontally.

•

To reset the zoom level and restore automatic updates, double-click within the graph
area.

Click and drag to zoom in (or use handles on Zoom bar)

Return to Network Monitor page.

Download Usage Records
To download the record displayed as a CSV file, click Download. Depending on your browser,
the file is saved or a dialog box asks you to determine the location of the downloaded file.
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Return to Network Monitor page.

Event Log
Use the Event Log page to view a log of operations performed on SnapCLOUD.
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Entries are color coded according to severity as described in the following table:
Color

Icon

Entry Type

Red

E

Error (E)

Yellow

W

Warning (W)

(no color)

I

Informational or Unclassified (I)

Filter the Log
Edit the following fields as appropriate, then click Refresh.
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Option

Description

Severity

Select the type of alerts and information you want to view.

Display Last n Days

Enter the number of days’ worth of entries you want to view.

Most Recent First

Check this box to start the list with the most recent entry; deselect to
start the list with the oldest entry.
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Chapter 8

Clicking the Maintenance tab on the Web Management Interface displays options used to
maintain your SnapCLOUD. There is also a Tools submenu of special, related options.

Topics in Maintenance
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•

Shutdown and Restart

•

Disaster Recovery

•

Data Import

•

OS Update

•

Support

•

Maintenance Tools:
•

Email Notification

•

Host File Editor

•

Check the Filesystem on a Storage Pool

•

Check the Root Filesystem
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Shutdown and Restart
Use the Shutdown/Restart page to reboot or shut down SnapCLOUD.

Click one of the following buttons:
•

Shutdown – Performs a graceful shutdown of SnapCLOUD.
Shutting down SnapCLOUD internally does not power down the Azure VM, which
continues to incur charges. To properly power down the VM for extended periods of time,
it should be shut down in the Azure portal.

•

Restart – Reboots SnapCLOUD via a controlled shutdown and restart.

Disaster Recovery
Disaster recovery entails creating the files you need to recover a SnapCLOUD configuration,
such as network configurations.
NOTE: Disaster recovery does not include user data. Backups of user data must be configured and
managed separately; see Backup Solutions (Appendix A) for information on backup options.
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Disaster recovery also encompasses what to do if all access to the data on SnapCLOUD is cut
off due to a hardware or software failure. Focus is placed on these procedures:
•

Reinstalling the SnapCLOUD operating system.

•

Restoring SnapCLOUD to its original configuration with data intact.

These files are then used to restore SnapCLOUD to its original state.
More on Disaster Recovery:
•

Back Up Server and Volume Settings

•

SnapDRImage File and Volume-Specific Files

•

System Settings Recovery

•

Volume and Storage Pool Security Settings Recovery

•

Replacing or Cloning a Server

Back Up Server and Volume Settings
In addition to backing up the data stored on SnapCLOUD, you may also back up the server’s
configuration. The Disaster Recovery page allows you to create the files you need to restore
these settings:
•

Server-specific settings such as network, volume and share configurations, local user
and group lists, snapshot schedules, and Snap EDR Management Console settings (if
applicable).

•

Volume-specific settings.

For information about scheduling these tasks, see Initial Setup and Configuration on page 25.

SnapDRImage File and Volume-Specific Files
Details on the SnapCLOUD disaster recovery files and the information they contain are as
follows:
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SnapDRImage – The SnapCLOUD disaster recovery image saves server-specific
settings such as network, volume and share configuration, local user and group lists,
snapshot schedules, and Snap EDR Management Console settings (if applicable). There
is one SnapDRImage file per server, residing in the .os_private directory on the root of
the first volume on the storage pool.
NOTE: The SnapDRImage file is in binary form and can be safely used only with the SnapCLOUD
Disaster Recovery tool. Other tools will not work and may compromise the integrity of the
file.

•

Volume-specific files – These files, named backup.acl, backup.qta.groups, and
backup.qta.users, preserve volume-specific settings. One set of these files exists per
volume.

Create the SnapDRImage and Volume Files
Creating a SnapDRImage that covers the scope of your server’s configuration is essential to a
successful disaster recovery operation. Create a disaster recovery image on the Disaster
Recovery page. This DRImage should be created after server configuration is complete and
can be used to recover the server or a replacement server to the configured state.

Before you create the disaster recovery files, make sure you have completed the following
activities:
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•

You have completely configured SnapCLOUD. If you subsequently make any major
changes to the configuration of your server, you must repeat the procedures described in
this section to have an up-to-date SnapDRImage.

•

You have devised and implemented a data backup strategy. It is recommended that you
make a backup of your system regularly, from the root of the share for each volume, and
store it in an off-server location. This ensures that the most current data is backed up
and available for use with a disaster recovery.
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Use the following procedure to create and secure the disaster recovery files:
Step 1: Create the disaster recovery files.
Navigate to the Maintenance > Disaster Recovery page. Click Create Recovery Image to
create the SnapDRImage file and the volume files in a single operation.

Step 2: Copy the files to a safe place off the server.
Once the recovery image has been made, click Download Recovery Image to download the
SnapDRImage file to a safe location on another server or backup medium. (See
SnapDRImage File and Volume-Specific Files on page 153 for file names and paths.) This
strategy ensures that if the filesystem on SnapCLOUD is corrupted, the image file will be
available to restore your SnapCLOUD settings.
The DRImage is also automatically placed in the root of the first user volume. These files
will be copied to tape as part of your regular backup procedures.
Step 3: Back up volume-specific files with scheduled data backups.
Ensure the .os_private directory on each volume is included in your backup configuration so
the volume-specific files are part of your regular volume backup procedures.

System Settings Recovery
System settings include all network, user, share, and storage configuration, and can only be
performed on an uninitialized server being used as a replacement or clone. If system settings
must be restored to a configured server, contact technical support to perform a fresh install of
the OS to put it back in the uninitialized default state.
CAUTION: A fresh install of the OS and return to the uninitialized default state will destroy all

existing data on the server.
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Recover System Settings Procedure
1. Click the link at the bottom of the Initial Setup Welcome page:
This link launches the Disaster Recovery page.
2. At the Disaster Recovery page, select the Recover System Settings option and click
Recover to open the Server Recovery page.

CAUTION: Do not try to navigate back from this page during the recovery process. Activity

is restricted to this page so that the recovery operation is not interrupted which might
result in a loss of data.
3. At the Server Recovery page, use Browse to navigate to the SnapDRImage file.
4. Click Recover to start the operation.
5. If the recovery file contains Snap EDR application settings, you are asked if you
want to include those settings. Check the settings you want to recover and click Recover.
After recovery completes, the server restarts.
6. After the server restarts, log in to Administration, navigate to Network >
Windows/SMB, and, if necessary, rejoin the Windows domain.
The server is now available for additional configuration, data restore from tape backup, and
volume or storage pool security recovery. If any configuration operations failed, view the
recovery log on the Disaster Recovery page.

Volume and Storage Pool Security Settings Recovery
Volume and storage pool security settings include file system security and quota settings for
each volume, and is only available on configured servers with volume, data, and user
configuration in place. Recovery requires the backup.acl, backup.qta.groups, and
backup.qta.users files to be present in the .os_private directory on each volume or storage pool
on which you wish to recover security settings.
10400701-001

©2015 Sphere 3D Corp.

 156

SnapCLOUD Version 7.6 Administrator’s Guide

8 - Maintenance

Recover Security Settings on a Volume or Storage Pool Procedure
1. If necessary, restore user data from tape backups to each volume or storage pool you
want to recover.
2. Connect to the Administration page and navigate to Maintenance > Disaster Recovery.

3. Select the security settings option and click Recover.
4. Select the storage pool or volume you want to restore.
The creation date of the recovery file on a storage pool/volume indicates when the
recovery files were generated. Storage pool/volumes that do not have recovery files in
.os_private appear as unavailable.
5. Click Recover to start the operation and follow the onscreen instructions.
6. After recovery completes, check the recovery log for the storage pool/volume on the
Disaster Recovery page if there were any errors.
7. Repeat Steps 3–6 to recover any additional volumes.

Replacing or Cloning a Server
Disaster Recovery combined with restore from backup can be used to recover configuration to
a replacement server or to clone a server’s configuration to another server.
IMPORTANT: When recovering configuration to a server replacing a failed server, Overland
Storage strongly recommends that you contact a technical service representative before
proceeding.
When recovering configuration, any third-party license keys you have not purchased through
Overland Storage are lost. If you have installed data replication or management utilities such
as Snap EDR, you will need to re-install and/or relicense them for use with the new server.
You will also need to reschedule snapshots.
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Replace or Clone a Server Procedure
1. Recover system settings as described in Recover System Settings Procedure on
page 156.
2. Recover volume or storage pool security settings as described in Recover Security
Settings on a Volume or Storage Pool Procedure on page 157.
Be sure to restore the backup.acl, backup.qta.groups, and backup.qta.users files
matching the user data to the .os_private directory on each volume you want to restore.
3. If necessary, reconfigure or reschedule the following items:
•

Reconfigure your Snap EDR settings.

•

Reconfigure your Sync settings.

•

Reschedule your snapshot times.

Data Import
Use the Data Import page (Maintenance > Data Import) to import (migrate) data from another
SnapCLOUD, SnapScale cluster, SnapServer, or other computer that supports CIFS or NFS
(v2 or v3) to this SnapCLOUD.
Windows/SMB Page:
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NFS Page:

If an error is encountered during the import (for example, a file or folder is locked and cannot
be imported), the utility records the error in a log, and continues the operation. When the
import is completed, the administrator can view the log of import errors. Once the errors have
been corrected, the administrator returns to the main page and recreates the import. With the
exception of the password, all fields will still be populated with the specifications of the last
import job.
The following import options can be specified:
•

Import type

•

Include subfolders

•

Overwrite existing files

•

Preserve the original permissions settings
NOTE: If you elect to preserve original permissions settings, review Preserve Permissions on
page 162.

•

Verify imported data
NOTE: If you elect to verify imported data, all data is read twice, once for import and once for
comparison to the copied data. This will take twice as long.

Set Up a Data Import Job
Before setting up a data import job, be sure to specify a user identity for the operation that has
full access to all files on the source, regardless of permissions set:
•
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For Windows import, specify an administrator or member of the Windows server/domain
administrators group.
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For NFS v2/v3 import, consider using the user root and configuring the NFS export on
the source to no_root_squash for the IP Address of SnapCLOUD for the duration of the
import.

NOTE: Only one import job can run at a time.
To create a data import job, perform the following procedure:
1. On the Data Import page, complete the required information for both the source and
target.
Option

Description

Source
Network Protocol

NOTE:

If you are importing via SMB, SMB must also be enabled on
the target server (enable at Network > Windows/SMB).

Protocol that SnapCLOUD uses to connect to the source server. Use
the drop-down list to select:
• Windows (SMB) – Uses SMB for Windows with the source data on a
Windows root directory (default option).
• NFS – Uses NFS v2/v3 for either Unix/Linux-based servers or a
SnapCLOUD server with source data on a Unix root directory.
Auth. Name &
Auth. Password /
User Name

• For the Windows (SMB) network protocol, enter both the Auth. Name
and Auth. Password (Windows user name and password to log in to
the source server over SMB).
• For the NFS network protocol, enter the User Name (local user name
or NIS/LDAP user, representing the UID used to perform the
operation over NFS).

Host

Enter the name or IP address of the source server you are importing
data from.

Share/Export

Specify the share (Windows) or export (NFS) on the source server
containing the data you want to import.
NOTE:

Path

Wildcards are not supported when specifying the source
share to import.

Enter the path to the file or folder you want to import. If you are
importing the entire share, you can leave the Path field blank.
NOTE:

Wildcards are not supported when specifying the path to
import.

Target (This SnapCLOUD)
Volume

NOTE:

Specify the volume where you want the data imported.

Path

Specify the path to the directory where you want the data imported.

Options
Import Type

• Move – the source data is removed during copy process.
• Copy – the source data is not changed during copy process.

Include All
Sub-folders

If the folder you select for import contains subfolders, selecting this
option imports all files and folders underneath this folder (default is
checked).
NOTE:
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If disabled, only the files in this folder are imported.
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Option

Description

Overwrite Existing
Target Files &
Folders

If any files/folders on the target have identical names with files/folders
on the source, checking this option overwrites those files/folders
during import (default is checked).

Preserve
File/Folder
Permissions

Selecting this option retains the source permissions when the
files/folders are imported to the target (unchecked by default).

Verify Imported
Data

Selecting this option causes all source data to be read twice, once to
write to the target and once to perform a binary comparison with the
data written (default is unchecked).
If a file mismatch occurs during verification, an error is written to the
data import log identifying the file.

NOTE:

NOTE:
Email Notification

Before selecting this option, review Preserve Permissions on
page 162.

Depending upon how much data is being imported, verifying
imported data can be a lengthy process.

Clicking the email notification link takes you to the Email Notification
page (for more information, see Email Notification on page 171).
Fill in notification information and check the box next to Administrative
Operation Event in order to receive an email when the import
operation is complete.

2. Once you have completed the import information, click Start Import to begin the import.
You can see the progress of the import, the estimated time until completion, and the
import log on the secondary Data Import page.
3. When the import is complete, click View Log to see details of all errors. Click the Data
Import Error Log link to download the entire log.

Stop an Import Job
To stop the import at any time, click Stop Import on the Data Import secondary page. If a file
was in the process of being copied, the partially-copied file on the target is removed.

Recreate an Import Job
The Data Import log records all errors that occurred during import. You can import just the
files and folders that were not imported during the original job due to an error condition (for
example, the file was locked).
1. Review the Data Import errors log and correct all error conditions (such as unlocking a
locked file).
2. Reopen the Data Import page. All fields (except the password) from the last import will
still be visible on the page.
By default, all files will be re-imported. If you want only to import those files that did not
exist at the target, you can disable the Overwrite Existing Target Files option. However,
make sure that all problematic files from the first import are deleted from the target so
they can be re-imported.
NOTE: If an import failed, it is strongly recommended that you enable the Verify imported data
option for the re-importation.
3. Enter your password and click Start Import to run the import again.
10400701-001
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Preserve Permissions
The types of permissions retained will differ, depending on which import scenario is applied.
Import from an SMB Source to a Windows or Mixed Security Model
If you are importing from an SMB server to a Windows personality directory, permissions are
retained exactly as they exist on the source. However, as is the case when moving files with
permissions between Windows servers, permissions for users who are unknown on the target
are retained but not enforced. This includes permissions for:
•

Local users on the source machine.

•

Domain users for domains unknown to SnapCLOUD (for example, trusted domains, if
the SnapCLOUD is not configured to support trusted domains).

•

Certain built-in Windows users and groups.

Import from an NFS Source to a Unix or Mixed Security Model
If you are importing from an NFS server to a Unix personality directory, Unix permissions for
UIDs/GIDs are copied exactly from source to target; thus, identities of the users and groups
are best retained if SnapCLOUD belongs to the same NIS domain or LDAP directory as the
Unix server.
Import Between Conflicting Security Models
When importing from an NFS source to a Mixed security model target, Unix permissions are
retained and the security personality on the resulting files and directories will be Unix.
However, when importing from an SMB source to a Unix security model target or from an NFS
server to a Windows security model target, permissions cannot be retained. Files and
directories will inherit the Unix or Windows personality of the target volume and will have a
set of default permissions.
Import from a SnapCLOUD, SnapServer, or SnapScale Cluster
When importing from a different SnapCLOUD, SnapServer, or SnapScale cluster, it is
recommended that you maintain the same security model on the target that you have on the
source.
•

If your source uses a Windows security model and has permissions assigned to Windows
domain users, use a Windows (SMB) connection for import. Windows permissions are
retained exactly as they are on the source, with the same enforcement limitations for
unknown users as for importing from Windows servers (see Import from an SMB Source
to a Windows or Mixed Security Model on page 162).

•

If your source server or cluster uses a Unix security model and has permissions assigned
to local, LDAP, or NIS users, use an NFS connection for import.
NOTE: Local users who have Unix permissions on the source are not created on the target with
the same UIDs.
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OS Update
Use this page to install updates to the SnapCLOUD operating system and other installed
software, and to configure your system to automatically check for updates.

Information about the last SnapCLOUD OS update is listed at the bottom of the page and
shows the basic information about the update.
CAUTION: Do not interrupt the update process. You may severely damage SnapCLOUD if you

interrupt a software update operation before it is complete.

Update the SnapCLOUD OS
IMPORTANT: It is highly recommended that all active iSCSI users be disconnected before
continuing.
1. Click Check for Updates.
If an update is available, follow the instructions on the page to download it.
NOTE: If SnapCLOUD does not have access to the Internet, download the latest SnapCLOUD OS
image (.gsu) or other software package from the Overland Storage website to a computer
on the same network that the SnapCLOUD can access.
2. On the OS Update page, click Browse (or Choose File, depending upon your browser),
locate the file to be uploaded, and select it.
3. Click Upload File to start the upload to SnapCLOUD.
Only click the button once. Some browsers show the percent of the upload progress in
their bottom status bar. SnapCLOUD uploads the software package and then prompts
you to reboot the server to perform the update. Click Restart for Update (or click Cancel
to abort the update).
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After an upgrade and reboot, the OS Update Status page displays the success or failure of the
last update performed.
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Update Notification Option
You can configure the SnapCLOUD to display an alert when software updates are available.

When enabled, Update Notification checks weekly for updates that are applicable to
SnapCLOUD. If updates are available, a banner alert is displayed just below the menu bar on
all Web Management Interface pages.
NOTE: You can choose to hide the banner by clicking either the Remind me later or Hide this
message link on the banner. For Remind me later, the Web Management Interface displays
the banner after the next check for updates; for Hide this message, the banner is hidden for
the update in question until a later version is released.
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Configuring Update Notification
1. Go to Maintenance > OS Update and click Update Notification:

2. Check the Enable Automatic Update Notification box.

3. If your environment requires using a proxy server for external web-based
communication:
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a. Check the Use a proxy server for HTTP communication box.
Additional proxy options are displayed.
b. Complete the Proxy Host and Proxy Port fields.
4. Click OK.

Last OS Update
At the bottom of the OS Update page is a Last OS Update link and information. Click this link
to view a detailed status of the last update applied to SnapCLOUD.

Support
The Support page provides an easy way to contact Overland Technical Support, and transmit
system logs and files that contain information useful for troubleshooting purposes.
IMPORTANT: The Support page is not accessible until you have configured Email Notification in
the Tools submenu.
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Once email is configured, the Support page is available with your contact information entered:

Register Your SnapCLOUD
The very first time you start your SnapCLOUD, a Registration Reminder page appears.
Registering your SnapCLOUD activates your warranty and allows you to create and track
service requests. Registration also provides access to SnapCLOUD OS upgrades, third-party
software, and exclusive promotional offers.
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NOTE: Warranty information is available at http://docs.overlandstorage.com/support.
If you skipped the registration during setup, to register SnapCLOUD now, click Registration
on the Maintenance > Support page:

SnapCLOUD Registration
NOTE: To use this feature, access to the Internet is required.
To register your SnapCLOUD to activate its warranty support, you can either:
•

Click the link on the initial Registration Reminder page.

•

Go to Maintenance > Support and click Registration.

Click the Click Here link to launch the Overland Storage Support website and register online.
1. At the Site Login, enter your e-mail address and password, and click GO.
If you are not yet a member, follow the New Member link to get set up.

2. At the Confirm Automated Product Registration page, enter the date, reseller, and
product site.
3. Click Confirm to complete the process.
Once you have registered, you will receive a confirmation email to complete the registration.
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Maintenance Tools
The Tools option provides a submenu of general-purpose maintenance options and features.

10400701-001

©2015 Sphere 3D Corp.

 170

SnapCLOUD Version 7.6 Administrator’s Guide

8 - Maintenance

Email Notification
To configure SnapCLOUD to send email alerts in response to system events or activate
Overland support, navigate to Maintenance > Tools > Email Notification.

To set up email alerts, you need the SMTP server’s IP address and the email address of each
recipient (up to four) who is to receive the alert.
Configure Email Notification
Edit settings as described in the following table and then click OK.
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Option

Description

Enable Email
Notification

To enable email notification, check the Enable Email Notification
box.

SMTP Server

Enter a valid SMTP server IP address or host name.

SMTP Port

Enter a port number for the SMTP server or accept the default.
The default is 25.

Use Authenticated
SMTP

Check this box to authenticate when an email is sent to the SMTP
server by SnapCLOUD. Provide an authentication User Name and
Password in the fields that appear when the feature is enabled.
The types of methods supported (in order) are CRAM-MD5,
LOGIN, and PLAIN.

Use Secure
Connection

Check this box to encrypt emails from SnapCLOUD. STARTTLS
and TLS/SSL encryption protocols are supported.
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Option

Description

Email Address of
Sender:

Choose one:
• The default address (snapcloud_name@domain) where the
domain is the DNS domain name. If there is no DNS domain
name, then the server’s IP address will be used
(snapcloud_name@ipaddress).
• Specify a specific sender.

Email Addresses of
Recipients

Enter the email addresses to receive the notifications. One
address is required but as many as four email addresses can be
entered.

Send Email
Notification

Check the boxes next to the events you wish to be notified about:
• Server shutdown/restart – The server shuts down or reboots
due to an automatic or manual process.
• RAID Set event – (1) A RAID 1 or 5 experiences a disk drive
failure or a disk drive is removed; or (2) A RAID 1 or 5
configures a spare or a new disk drive as a member.
• Volume is Full – Storage space on a volume reaches 95%
utilization.
• Hardware event – The internal temperature for the server
exceeds its maximum operating temperature or other hardware
problems.
• Administrative operation event – A Data Import operation has
finished or experienced an error.
• License event – One of the trial licenses included on
SnapCLOUD is about to expire. A notification email will be sent
14 days before the license expires. One day before the license
expires another email will be sent.

Send a Test Email

To verify your settings, check Send a test email to listed email
addresses upon saving settings, then click OK.

If Send a Test Email is checked, when you save your changes, an email is sent to all configured
email recipients.
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Host File Editor
Use this page to identify external hosts in the hosts file for SnapCLOUD. This page allows you
to supply a hostname-to-IP address mapping that persists across system reboots.

Click Add Host File Entry, complete the fields as described on the table below, and then click
Add Host File Entry again.

10400701-001

©2015 Sphere 3D Corp.

 173

SnapCLOUD Version 7.6 Administrator’s Guide

8 - Maintenance

Use this table to complete the options shown:
Option

Description

IP Address

The IP address of the external host.

Host Name

Enter the fully qualified hostname for the external host, using the
format: myserver.mydomain.com.
NOTE:

Alias
(optional)

Some applications may require that you enter either one or
both of these fields. See the OEM documentation to
determine requirements.

Enter an optional abbreviated address for the external host, using the
format: myserver.
NOTE:

Some applications may require that you enter either one or
both of these fields. See the OEM documentation to
determine requirements.

Check Filesystems
The storage pool’s filesystem can be checked for errors and repaired, if necessary. The root
filesystem can also be checked and any errors found will automatically be repaired. Because
SnapCLOUD OS automatically checks the root filesystem for errors if any of a number of
triggers occurs (for example, a failure of the filesystem to mount), it is recommended that the
root filesystem check feature only be used when directed by a Technical Support
representative.
Check the Filesystem on a Storage Pool
Checking Filesystems (Maintenance > Tools > Check Filesystem) provides a thorough
filesystem check on the storage pool.
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IMPORTANT: To begin the check operation, the storage pool you select is taken offline and
access to the storage pool’s data is unavailable until the operation is complete.
1. In Maintenance > Tools, click Check Filesystem.
2. From the drop-down list, select the Storage Pool to be checked.
3. Choose the type of repair operation:
•

Do not repair errors (generates log messages only) – Checks for errors, but does not
repair them. It is recommended that you do this periodically, especially following a
power outage or any other unconventional incident.

•

Repair errors – Repairs standard filesystem errors. It is recommended that you run
this level if you suspect filesystem damage may have occurred (for example, if a
previous Do not repair errors operation reported filesystem errors).

•

Repair errors (aggressive) – Attempts to repair severe filesystem corruption.
CAUTION: It is only recommended that you run this level if you have been advised to do so

by Technical Support, or if Repair errors has failed to solve the problem and you are
willing to risk loss of data.
4. Click Check Filesystem.
Checking a filesystem may require a reboot of the server in some circumstances. If
prompted that a reboot is required, click Yes.
5. To view a log of the results, click View Log after the filesystem check completes.
Check the Root Filesystem
Checking the Root Filesystem (Maintenance > Tools > Check Root Filesystem) provides a
thorough filesystem check on the root.
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CAUTION: Checking the root filesystem requires a reboot of the server.

1. In Maintenance > Tools, click Check Root Filesystem.
2. On the page that opens, click Check Root Filesystem.
3. Click Check Root Filesystem again on the confirmation screen.
A reboot is required and takes place automatically.
4. After the server reboots, to view a log of the results, click View Log.
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Chapter 9

The SnapCLOUD site map ( ) provides links to a majority of the web pages that make up
the Web Management Interface. It also provides, in the last column, special links to higher
level features which are the focus of this chapter.
With the exception of Mgmt. Interface Settings, these features are also directly navigable from
the various menus in the Web Management Interface. Also the Home, Snap Finder,
SnapExtensions, Site Map, and Help features are accessible from any page by clicking their
respective icon in the top right corner of the page (see the table in Web Management Interface
on page 58).

Topics in Misc. Features
•

•

•

Home Pages
•

Home Page

•

Administration Page

SnapExtensions
•

Sync

•

Snap EDR

Snap Finder
•
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Edit Snap Finder Properties

•

Change Password

•

Management Interface Settings
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Home Pages
When you first launch the Web Management Interface, the Home page is displayed showing
any existing shares and three options. Once logged in using the Administration link, you can
switch between the Home page and the Administration page using the Home page ( ) icon on
the button bar.

Home Page

Home Page
The Web Management Interface Home page displays a list of all shares and three basic
options. Users can navigate the share structure to locate and view or download files but they
cannot modify or upload files.
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Click a share name to see a list of files:

For users with admin rights, a key icon ( ) appears next to the file/folder on the share.
Clicking this icon displays a popup box with security information about the file/folder.
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Clicking the folder or name to the right of the key icon opens Finder information showing what
is in the Share folder. The backup and SnapDRImage files are found at the root level.

This page also provides three key administrative function links:
•
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Change Password – Takes you to the Change Password page where you can change your

passwords. Enter your User Name and Current Password for access. See Change
Password on page 191.
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•

Switch User (Logout) – Automatically logs out the current user and displays the Login

•

Administration – Displays the Administration page (see Administration Page on

page for the new user to gain access to SnapCLOUD.

page 181). You will be prompted to log in if you have not already done so.

If any of the following conditions are present, you may not be able to access the Home page:
•

Require Web Authentication is enabled (via Network > Web > Require Web
Authentication) and you do not have a valid user name and password on SnapCLOUD.

•

SnapCLOUD has not completed the Initial Setup Wizard (if this is the case, you will
not be able to access the Administration page of the Web Management Interface either).

•

Web Root is enabled (via Network > Web > Enable Web Root).

Administration Page
The Administration page is accessible by clicking either the Administration link in the Site
Map or the Administration or Home page icons on the Home page. If web root is enabled, it
can also be accessed directly by pointing your browser to:
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•

The external Public IP address assigned to the VM by Azure.

•

A globally-resolvable DNS hostname if configured in Azure.

•

The VM's internal IP address on the virtual network.

•

A server name resolved to the VM's internal IP address if DNS is configured
appropriately in your environment.
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It provides a high-level view of the SnapCLOUD status, the amount of total storage being
used, and a link to find out what’s new in SnapCLOUD by accessing online help. The tabs at
the top provide access to the various functions and features of SnapCLOUD.

The Auto-refresh icon is displayed on the right corner of the Menu Tab bar. Click the icon (or
Refresh below the server status box) to manually refresh the information.

From the Administration page, clicking
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takes you to the Home page.
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SnapExtensions
The SnapExtensions icon ( ) opens the SnapExtensions page. This page is used to manage
the SnapExtensions installed on your SnapCLOUD.

If any SnapExtensions are installed, you can click the SnapExtension name in the left column
of the table to display the management page for that extension.
NOTE: Mouseover the icon to display a popup menu with direct access to SnapExtensions that are
both installed and enabled.

Sync
CAUTION: Sync bypasses share and file security. Be sure to only share data that is intended to

be accessible by any user with the folder secret.
NOTE: Cookies must be enabled on your browser for Sync to work.
Sync is a SnapExtension that is preloaded on SnapCLOUD. It lets you share and sync an
unlimited number of files and folders of any size across multiple platforms. For more
information, visit https://www.getsync.com.
To use Sync, it must first be enabled:
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1. On the SnapExtensions page, select the Sync name in the table to access its
configuration page.
2. At the configuration page, check Enable and click OK.

3. At the following page, accept the BitTorrent Privacy Policy, Terms of Use, and End User
License Agreement by clicking I Accept so you can run Sync.
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4. When returned to the SnapCLOUD Sync page, use the new Configure Sync link to
configure it for your use.

NOTE: Once enabled, you can return at any later time to configure or reconfigure Sync by clicking
Sync on the SnapExtensions page or the Site Map, or the drop-down menu displayed on a
mouse-over of the SnapExtensions icon located at the top right of the page.
When configuration is complete, you are returned to the SnapExtensions page. Sync
shows Enabled.
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NOTE: To turn off (disable) the Sync feature, uncheck the Sync box and click OK.
Sync Considerations
•

For the most recent information and details on Sync configuration and use, refer to the
documentation available on their web site.

•

For sync destinations under a Unix or Mixed security model, Sync creates Unix
personality files and directories, and sets the permissions to 644 (files) or 755
(directories) for Unix owner root/admingrp. As a result, all users and groups can read
the files but only root can modify them. It is recommended that Windows-only security
models are used at the destination, and that Windows permissions are set at the top
level destination directory to apply the desired permissions to all files and subdirectories
created by Sync.

•

Sync cannot be used to replicate snapshots because it requires the ability to write to the
sync location and snapshots are read only.

•

Sync installs as a hidden directory on a volume. If the volume or storage pool is deleted,
SnapCLOUD attempts to automatically relocate the Sync hidden directory to another
volume or storage pool. If there are no more volumes or storage pool, or if none can be
found that are large enough, Sync is disabled and cannot be re-enabled until a suitable
volume or storage pool becomes available. Once re-enabled, Sync must be completely
reconfigured again.

•

There are Sync mobile apps that make synced documents available on iOS, Android,
Windows Phone 8, and Kindle Fire systems. Refer to their web site for details on
configuration and use of Sync on mobile apps.

Snap EDR
For SnapEDR, at the Configuration page, select either to configure it as the Management
Console or as an agent of another Management Console. If configuring it as an agent, enter
the Name of the Management Console.
NOTE: The console, agent, and all other agents that will replicate together must be able to resolve
one another by server name to IP address.
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After SnapEDR finishes its configuration, the Management Console screen is shown on the
Configuration page:

10400701-001

©2015 Sphere 3D Corp.

 187

SnapCLOUD Version 7.6 Administrator’s Guide

9 - Misc. Features

From the Management Console screen, use the Dashboard link to configure Snap EDR.

Snap Finder
Snap Finder ( ) is a powerful tool that lists all the SnapCLOUD servers, SnapServer
appliances, SnapScale clusters, and Uninitialized nodes on your network (and on a remote
network segment if so configured), and shows the current status of each. Click the unit name
(if you have name resolution) or IP address of a cluster, node, or server in the Server column of
the table to access it through the Web Management Interface.
NOTE: You can sort the columns (ascending or descending order) by clicking the column heading.
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The following table describes the columns in the table:
Identification

Description

Server

Name of the SnapCLOUD server, SnapServer appliance,
SnapScale cluster, or Uninitialized node.

Status

• The status of the SnapCLOUD, SnapServer, or Uninitialized
node (for example, OK or Fan Failure).
• The status of a SnapScale cluster is always Online.

IP Address

The IP address of the SnapCLOUD (internal IP on the virtual
network), SnapServer, Uninitialized node, or the Management
IP address of the SnapScale cluster.

OS Version

The OS version currently installed on the SnapCLOUD,
SnapServer, Uninitialized node, or SnapScale cluster.

Model

The model name and/or number of the SnapCLOUD,
SnapServer or Uninitialized node. This field is not applicable to
a SnapScale cluster.

Number

The server or node number derived from the MAC address of
the primary Ethernet port, used as part of the default name.
This field is not applicable to a SnapScale cluster.

Avail Cap.

The available capacity on the SnapCLOUD, SnapServer, or
SnapScale cluster. This field is not applicable to an
Uninitialized node.

Total Cap.

The total capacity on the SnapCLOUD, SnapServer, or
SnapScale cluster. This field is not applicable to an
Uninitialized node.

To enable remote discovery of clusters, nodes, or servers on a different subnet or to display a
warning icon for SnapServers or Uninitialized nodes with an enabled Ethernet port that has
no link, click Properties at the bottom of the page to open the Snap Finder Properties page.
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Edit Snap Finder Properties
Anyone with administrative privileges can view or edit the Snap Finder properties. Click
Properties to access the page.

From this page you can choose to display a warning icon for Uninitialized nodes or
SnapServers with an enabled Ethernet port that has no link and enable remote discovery of
units on a different subnet. Complete the following fields and then click OK to return to the
Snap Finder page:
Option

Description

Display warning if any Check to display a warning icon in the Status column for any
of a server’s Ethernet servers or nodes that have an enabled Ethernet port with no link.
ports have no link
By default, this box is unchecked.
Enable Remote Server Check to enable remote discovery of servers, clusters, or nodes, on
Discovery
a different subnet.
Add

Enter the host name or IP Address of a cluster, node, or server in
the field to the right of the Add button, and click Add to incorporate
it into the list of Remote Discovery Servers. Remote Discovery
Servers send information about themselves as well as all other
servers, clusters, and uninitialized nodes they've discovered on the
remote network. After you've finished adding remote servers, click
OK to save your changes.

Delete

Select a cluster, uninitialized node, or server in the Remote
Discovery Servers field and click Delete. Click OK to save your
changes.

Finder Icons
The icons used in Snap Finder give a quick visual cue to the current status of the item.

10400701-001

©2015 Sphere 3D Corp.

 190

SnapCLOUD Version 7.6 Administrator’s Guide

Description

Node

9 - Misc. Features

Cluster

Server

Cloud

Disk

Fan

NIC

Power Temp.

Item is OK and
functioning.
Item has a warning.
Item has experienced
an error.
Item is offline.

Change Password
To enhance the security of SnapCLOUD, it is recommended that users change their passwords
regularly. This is done using the Change Password page.

Change Password Procedure
1. On the Home page, click the Change Password link (

).

2. At the Change Password page, enter your User Name and Current Password.
3. Enter and confirm your new password.
Passwords are case-sensitive. Use up to 15 alphanumeric characters without spaces.
4. Click OK.
5. At the confirmation page, click OK again.
You are returned to the Home page.
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Management Interface Settings
The Web Management Interface default background is a textured background:

This can be changed to a solid gray background on the Web Management Interface Settings
page by clicking the Site Map icon ( ) to access Management Interface Settings.
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Check the first box to use a solid color background (or clear the box to return to the standard
textured background). Check the second box if you want to display hidden files and folders
when browsing volumes for administrative configuration in the Web Management Interface.
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Appendix A

This appendix provides a brief description of the supported backup solutions and the Snap
Enterprise Data Replicator (Snap EDR) software.
Topics in Backup Solutions:
•

Backup and Replication Solutions

•

Snap Enterprise Data Replicator

•

Backup via SMB, AFP, or NFS

•

Off-the-Shelf Backup Solutions

Backup and Replication Solutions
SnapCLOUD supports several backup methods, including third-party off-the-shelf backup
applications and applications that have been customized and integrated with SnapCLOUD:
•

Data and security metadata backup and replication can be performed using the built-in
Snap EDR.

•

Backup over network file protocols can be performed using various backup packages
that can access SnapCLOUD via SMB, AFP, or NFS.

•

Backup from SnapCLOUD can be performed using supported backup agents installed
on a SnapCLOUD.

Snap Enterprise Data Replicator
Snap EDR provides server-to-server synchronization by moving, copying, or replicating the
contents of a share from one cluster or server to another share on one or more different
clusters or servers. It comes preinstalled on a SnapCLOUD and activates a 45-day free trial if
configured as a Management Console.
Snap EDR consists of a Management Console and a collection of Agents. The Management
Console is installed on a central system. It coordinates and logs the following data transfer
activities carried out by the distributed Agents:
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•

Replicates files between any two systems including SnapCLOUD servers, SnapServers,
SnapScale clusters, and Windows, Linux, or Mac Agents.

•

Transfers files from one source host to one or more target hosts

•

Transfers files from multiple hosts to a single target host, and stores the files on a local
disk or locally attached storage device.

•

Backs up data from remote hosts to a central host with locally-attached storage.
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Restores data from a central storage location to the remote hosts from which the data
was originally retrieved.

Snap EDR Usage
The Snap Enterprise Data Replicator software distribution comes preinstalled on
SnapCLOUD but must first be installed in SnapExtensions and then configured before it's
available for use.
All other Snap EDR installations (including another machine running as the Management
Console that the server registers to, other Agents that register to a Snap EDR Management
Console running on the server, or other Agents replicating to/from the server) need to be able
to resolve the SnapCLOUD server name to its IP address in order to interoperate properly
with SnapCLOUD. This can be accomplished via a DNS host record, local hosts file entries, or
other name resolution services in the environment.

Configure Snap EDR
To configure SnapCLOUD as a Snap EDR Management Console or an Agent:
1. Click the SnapExtensions icon located in the upper right corner of the Web
Management Interface.
2. If necessary, install the software package:
a. Run the installation routine from SnapExtensions.
SnapExtensions displays a Snap EDR link and the status Not Installed.
b. Click the Snap EDR link and confirm the installation.
Wait for the installation to complete. The SnapExtensions page then displays the
Snap EDR Configuration link.
3. Click the link to launch the Management Console/Agent configuration page.
4. Select either Configure as the Management Console or Configure as the Agent.
NOTE: If you are configuring SnapCLOUD as an Agent, you must provide the server name (for a
SnapCLOUD) of the Management Console. SnapCLOUD must be able to resolve the
Management Console server name to the correct IP address.
5. Once SnapCLOUD is configured, select the following options from the page that
appears:
Option

Description

Click here to configure jobs

Opens the Management Console where jobs can be scheduled.

Stop Service

Stops all services.

Restart Service

Restarts all services.
CAUTION: Use only if you have encountered a problem
and customer support advises you to restart the service.
Any jobs currently running will stop and will not resume
when you restart the service.

Schedule Jobs in Snap EDR
To schedule jobs, click the Snap EDR link in the Site Map (under Misc.).
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For complete information on scheduling jobs in Snap EDR, see the Snap EDR Administrator’s
Guide.

Backup via SMB, AFP, or NFS
SnapCLOUD can be backed up via standard file server access.
In this configuration, the backup server is set up to use SMB, AFP, or NFS to connect to
SnapCLOUD, examine the file system, and then back up the data onto itself. No special
agents or media servers are needed.

Off-the-Shelf Backup Solutions
Special Application Notes for installing the backup agent or media servers can be found on the
SnapCLOUD support website http://community.overlandstorage.com.
NOTE: The backup packages shown in the Application Notes do not support the backup of Windows
ACLs. If Windows ACL backup is critical, Sphere 3D strongly recommends you create a
disaster recovery image before you perform a backup.
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Appendix B

This appendix provides additional information and configuration options about securing and
accessing shares and files on SnapCLOUD. The SnapCLOUD supports share-, file-, and
directory-level permissions for all local and Windows domain users and groups.
File and directory security can be configured using either Windows NTFS-style security or
classic Unix-style security. The type of security present on a file or directory is its security
personality.
Files and directories are stored on SnapCLOUD on volumes (or the directories underneath)
with a configured security model. The security model on the volume governs the permitted
security personalities, the default personalities, and the ability to change personalities on
child files and directories.
The default security model on newly-created volumes is always Windows/Unix. It can be
changed to either a Windows or Unix security model.
Topics in Shares and File Access:
•

Security Model Rules

•

Security Model Management

•

Special Share Options

•

File and Share Access

•

File-level Security

Security Model Rules
Files and directories created inside security models acquire the security personality and
permissions according to the rules of the chosen security model.
Windows/Unix Security Model:
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•

Files and directories created by SMB clients will have the Windows security personality.
Permissions will either be inherited according to the ACL of the parent directory (if
Windows) or will receive a default ACL that grants the user full access only (if the
parent is Unix or has no inheritable permissions).

•

Files and directories created by non-SMB clients will have the Unix personality. Unix
permissions will be as set by the client (per the user’s local umask on the client).

•

The security personality of a file or directory can be changed by any user with sufficient
rights to change permissions or ownership. If a client of one security personality changes
permissions or ownership of a file or directory of a different personality, the personality
will change to match the personality of the client protocol (for example, if an NFS client
changes Unix permissions on a Windows file, the file will change to the Unix
personality).
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Windows Security Model:
•

All files and directories will have the Windows security personality. Permissions will be
inherited according to the ACL of the parent directory.

•

The permissions of a file or directory can be changed by any Windows SMB user with
sufficient rights to change permissions or ownership. Permissions cannot be changed by
NFS, AFP, or FTP clients.

•

The personality of files and directories cannot be changed on a Windows security model.
All files and directories always have the Windows personality with a Windows ACL.
Standard Unix permissions will appear as 777 (rwxrwxrwx), but only the permissions in
the Windows ACL will be enforced.

Unix Security Model:
•

Files and directories created by non-SMB clients will have the Unix personality. Unix
permissions will be as set by the client (per the user’s local umask on the client).

•

Files and directories created by SMB clients will have the Unix personality. Unix
permissions will be set to a default.

•

The personality of files and directories cannot be changed on a Unix security model. All
files and directories always have the Unix personality.

Security Model Management
Changes to a security model can optionally be propagated with the corresponding personality
and default permission to all files and directories underneath the security model.
When setting the security model
When changing the security model:
•

If changing from Windows to Unix, all files and directories will be changed to be owned
by admin and admingrp, with Unix permissions of 777(rwxrwxrwx).

•

If changing from Unix to Windows, files and directories will be changed to default
permissions that allow all users the ability to create and manage their own files and
directories and to access other users’ files and directories.

Special Share Options
The basic setup and configuration of shares on SnapCLOUD is handled on the Security >
Shares page. This section covers more details about the special options and features of share
security.

Hide Shares
There are three ways a share can be hidden in SnapCLOUD:
•

Name the share with a dollar-sign ($) at the end. This is the traditional Windows
method of hiding shares; however, it does not truly hide the share since Windows clients
themselves filter the shares from share lists. Other protocols can still see dollar-sign
shares.

•

Hide the share from all protocols (except NFS) by one of these two procedures:
•
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While creating a share, navigate to Security > Shares > Create Share > Advanced
Share Properties and check the Hide this Share box.
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•

Edit a share by selecting the share, clicking to expand Advanced Share Properties,
and checking the Hide this Share box.
When a share is hidden this way, the share is invisible to clients and must be explicitly
specified to gain access.
NOTE: Hidden shares are not hidden from NFS, which cannot access invisible shares. To hide
shares from NFS, consider disabling NFS access to the hidden shares.
•

Disable individual protocol access to certain shares by:
•

While creating a share, navigating to Security > Shares > Create Share > Advanced
Share Properties and enabling/disabling specific protocols.

•

Edit a share by selecting a share, clicking to expand Advanced Share Properties, and
enabling or disabling specific protocols.

Share Level Permissions
Share-level permissions on SnapCLOUD are applied cumulatively. For example, if the user
jdoe has Read-Only share access and belongs to the group sales, which has Read/Write share
access, the result is that the user jdoe will have Read/Write share access.
NOTE: Share-level permissions only apply to non-NFS protocols. NFS access is configured
independently by navigating to the Security > Shares page, selecting from the table the NFS
Access level for the share, and modifying the client access as desired. See NFS Share Access.

Where to Place Shares
For security and backup purposes, it is recommended that administrators restrict access to
shares at the root of a volume to administrators only. After initialization, a SnapCLOUD has
a default share named SHARE1 that points to the root of the default volume Volume1. The
share to the root of the volume should only be used by administrators as a “door” into the rest
of the directory structure so that, in the event that permissions on a child directory are
inadvertently altered to disallow administrative access, access from the root share is not
affected. This also allows one root share to be targeted when performing backups. If it is
necessary to have the root of the volume accessible, using the Hidden option helps ensure only
those that need access to that share can access it.

File and Share Access
The shares feature also controls access by other users and groups. This section provides
information on setting up the shares options to allow proper access to the files.

NFS Share Access
When controlling share access for NFS clients, administrators limit client access to the shares
independently of share level permissions that apply to other protocols. Access is controlled on
a per-share basis. To set the NFS access, navigate to Security > Shares. In the Shares table,
click in the NFS Access column of the share you want to modify. Changes made on this page
affect the NFS “exports” file within SnapCLOUD.
CAUTION: If there are multiple shares to the same directory on the disk, and those shares

permit access via NFS, they must all have the same NFS export configuration. This is enforced
when configuring NFS access to the overlapping shares.
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Snapshot Access
Snapshots are accessed via a snapshot share. Just as a share provides access to a portion of a
live volume (or filesystem), a snapshot share provides access to the same portion of the
filesystem on all current snapshots of the volume. The snapshot share’s path into snapshots
mimics the original share’s path into the live volume.

Snapshot Shares and On Demand File Recovery
A snapshot share is a read-only copy of a live share that provides users with direct access to
versions of their files archived locally on SnapCLOUD via a snapshot. Users who wish to view
or recover an earlier version of a file can retrieve it on demand without administrator
intervention.
Snapshot shares are created during the course of creating a share, or thereafter by navigating
to the Snapshots page and clicking the name of a snapshot. For instructions an accessing
snapshot shares, see Chapter 6, “Security Options”.

Create a Snapshot Share
You create a snapshot share by selecting the Create Snapshot Share option on the Security >
Shares > (share_name) > Share Properties page, under the Advanced Share Properties link.
For example, assume you create a share to a directory called sales and you select the Create
Snapshot Share option. When you connect to SnapCLOUD via a file browser or use the Misc.
> Home link in the Site Map, two shares are displayed:
SALES
SALES_SNAP

The first share provides access to the live volume and the second share provides access to any
archived snapshots. Other than read-write settings (snapshots are read-only), a snapshot
share inherits access privileges from its associated live-volume share.
NOTE: The same share folders appear on the Home page when you connect to SnapCLOUD using a
Web browser. However, the snapshot share folder does not provide access to the snapshot; it
always appears to be empty. You can prevent the snapshot share from displaying on this
Home page by selecting the Hide Snapshot Share option when creating or editing a share.
Access Snapshots Within the Snapshot Share
A snapshot share contains a series of directories. Each directory inside the snapshot share
represents a different snapshot. The directory names reflect the date and time the snapshot
was created.
For example, assume the snapshot share named Sales_SNAP contains the following four
directories:
latest
2015-06-25.120000
2015-07-01.000100
2015-07-07.020200

The latest directory always points to the most recent snapshot (in this case, 2015-0707.020200, or July 7th, 2015, at 2:02 a.m.). A user may view an individual file as it existed at
a previous point in time or even roll back to a previous version of the file by creating a file copy
to the current live volume.
NOTE: The latest subdirectory is very useful for setting up backup jobs, as the name of the directory
is always the same and always points to the latest available snapshot.
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Depending on their ability to cross bind mounts, locally-installed backup agents can access the
snapshot share in one of two ways:
•

via /shares (for example, /shares/SHARE1_SNAP/latest)

•

via /links (for example, /links/SHARE1_SNAP/latest)

File-level Security
SnapCLOUD supports two “personalities” of filesystem security on files and directories:
•

Windows ACLs: Windows NTFS-style filesystem permissions. Windows ACLs fully
support the semantics of NTFS ACLs, including configuration, enforcement, and
inheritance models (not including the behavior of some built-in Windows users and
groups).

•

Unix: Traditional Unix permissions (rwx) for owner, group owner, and other.

By default, volumes are created with the Windows/Unix security model (Windows-style ACLs
for files created by SMB clients and Unix-style permissions for files created by other protocols
and processes), and allow all users to create, delete, and configure permissions on their own
files and to access files and directories created by other users.

Security Personalities and Security Models
The security personality of a file or directory is dependent on the security model of the root
directory or volume in which the file or directory exists.
Files and directories in a Windows/Unix security model can have either a Windows or Unix
security personality, depending on the network protocol used to create the file or change
permissions on it. Files in a Windows security model always have the Windows security
personality and permissions can only be set by Windows SMB clients. Files in a Unix security
model always have the Unix security personality and permissions can only be set by non-SMB
clients.

Windows ACLs
SnapCLOUD fully supports Windows NTFS-style filesystem ACLs, including configuration,
enforcement, and inheritance models. Inside Windows/Unix and Windows security models,
files created and managed by Windows clients have the Windows security personality and
behave just as they would on a Windows server. Clients can use the standard Windows
Explorer interface to set directory and file permissions for local and Windows domain users
and groups on SnapCLOUD.
Permissions are enforced for the specified users in the same manner for all client protocols,
including non-SMB clients that normally have the Unix security personality. However, if a
non-SMB client changes permissions or ownership on a Windows personality file or directory
(or deletes and recreates it) inside a Windows/Unix security model, the personality will change
to Unix with the Unix permissions specified by the client.
NOTE: Group membership of NFS clients is established by configuring the local client’s user account
or the LDAP or NIS domain. Group membership of SnapCLOUD local users or users IDmapped to domain users is not observed by NFS clients. Therefore, ACL permissions applied
to groups may not apply as expected to NFS clients.
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Default File and Folder Permissions
When a file or directory is created by an SMB client, the owner of the file is the user who
created the file (except for files created by local or domain administrators, in which case the
owner will be the Administrators group, mapped to the local admingrp). The ACL is inherited
per the inheritance ACEs on the parent directory’s ACL. The owner of a file or directory
always implicitly has the ability to change permissions, regardless of the permissions
established in the ACL. In addition, members of the SnapCLOUD local admin group, as well
as members of Domain Admins (if SnapCLOUD is configured to belong to a domain) always
implicitly have take ownership and change ownership permissions.
Set File and Directory Access Permissions and Inheritance (Windows)
Access permissions for files and directories with the Windows security personality are set
using the standard Windows Explorer interface. SnapCLOUD supports:
•

All standard generic and advanced access permissions that can be assigned by Windows
clients.

•

All levels of inheritance that can be assigned to an ACE in a directory ACL from a
Windows client.

•

Automatic inheritance from parent directories, as well as the ability to disable
automatic inheritance from parents.

•

Special assignment and inheritance of the CREATOR OWNER, CREATOR GROUP,
Users, Authenticated Users, and Administrators built-in users and groups.

Procedure to set file and directory access permissions and inheritance in Windows:
1. Using a Windows client, map a drive to the SnapCLOUD, logging in as a user with
change permissions for the target file or directory.
2. Right-click the file or directory, choose Properties and then select the Security tab.
3. Use the Windows security tools to add or delete users and groups, to modify their
permissions, and to set inheritance rules.
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The following table lists the ports used by SnapCLOUD. The SnapCLOUD Feature column
lists access to the feature such as Storage > iSCSI (which you can access under the Storage tab
in the iSCSI subsection of the Web Management Interface).
Port #

Layer

1

Name

Comment

DDP

rtmp

Routing Table Management Protocol

1

TCP & UDP

tcpmux

TCP port service multiplexer

2

DDP

nbp

Name Binding Protocol

22

TCP & UDP

Server > SSH

ssh

Secure Shell (SSH) service

25

TCP & UDP

Server > Email
Notification

smtp

Simple Mail Transfer Protocol (SMTP)

67

TCP & UDP

Network > TCP/IP

bootps

Bootstrap Protocol (BOOTP) services; also
used by Dynamic Host Configuration
Protocol (DHCP) services

68

TCP & UDP

Network > TCP/IP

bootpc

Bootstrap (BOOTP) client; also used by
Dynamic Host Control Protocol (DHCP)
clients

80

TCP & UDP

Web Management
Interface

http

HyperText Transfer Protocol (HTTP) for
World Wide Web (WWW) services

81

TCP

Web Management
Interface

HTTP

Hypertext Transport Protocol

111

TCP & UDP

• Networking > NFS
• Assist
• SnapServer Manager

sunrpc

Remote Procedure Call (RPC) Protocol for
remote command execution, used by
Network Filesystem (NFS) and SnapServer
Manager

123

TCP & UDP

Server > Date/Time >
Advanced

ntp

Network Time Protocol (NTP)

137

TCP & UDP

Network > Windows/SMB netbios-ns

NETBIOS Name Services used in Red Hat
Enterprise Linux by Samba

138

TCP & UDP

Network > Windows/SMB netbios-dgm

NETBIOS Datagram Services used in Red
Hat Enterprise Linux by Samba

139

TCP & UDP

Network > Windows/SMB netbios-ssn

NETBIOS Session Services used in Red Hat
Enterprise Linux by Samba

161

TCP & UDP

Network > Windows/SMB snmp

Simple Network Management Protocol
(SNMP)

162

TCP & UDP

Network > Windows/SMB snmptrap

Traps for SNMP

389

TCP & UDP

Network > Windows/SMB ldap

Lightweight Directory Access Protocol
(LDAP)
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Port #

Layer

SnapCLOUD Feature

443

TCP & UDP

• Web Management
https
Interface
• SnapServer Manager
• SnapExtensions > Snap
EDR

Secure Hypertext Transfer Protocol (HTTP).

445

TCP & UDP

Network > Windows/SMB microsoft-ds

Server Message Block (SMB) over TCP/IP

852

TCP

Network > NFS

Used by rpc.mountd

882

UDP

• Snap Finder
• SnapServer Manager

933

UDP

Network > NFS

Used by rpc.statd

936

UDP

Network > NFS

Used by rpc.statd

939

TCP

Network > NFS

Used by rpc.statd

2005

TCP

SnapExtensions

SnapExtensions

Bridge from Servlet to Snap Extension
framework

2049

TCP & UDP

Network > NFS

nfs [nfsd]

Network Filesystem (NFS)

2050

UDP

Network > NFS

mountd

2051

UDP

Network > NFS

lockd

2599

UDP

• Snap Finder
• SnapServer Manager

Sysbroker

3052

TCP

Server > UPS

3205

TCP

Network > iSNS

iSNS

iSNS port

3260

TCP

Storage > iSCSI

iSCSI

iSCSI port

8001

TCP

SnapExtensions >
SnapEDR

SnapEDR

External Communications

8002

TCP

SnapExtensions >
SnapEDR

SnapEDR

External Communications

8003

TCP

SnapExtensions >
SnapEDR

SnapEDR

External Communications

8005

TCP

Web Management
Interface

tomcat

Tomcat Shutdown port

8008

TCP & UDP

Web Management
Interface

http-alt

Tomcat - Apache Bridge

9049

TCP

Sysbroker

Sysbroker Shutdown Port

9050

TCP

Sysbroker

Sysbroker RPC Port

10001

TCP

Snap Extension

Snap Extension

Shutdown Port

12000

TCP & UDP

Network > Apple/AFP

afp2overtcp

Second NIC

12168

TCP

CA Antivirus

inoweb

Admin Interface

16384

UDP

Sysbroker

Random Port

16388

UDP

Sysbroker

Random Port

24066

TCP

poolmgr

Used by /bin/poolmgr

32780

TCP

tomcat

Random Port
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Port #

Layer

SnapCLOUD Feature

Name

Comment

32781

TCP

Web Management
Interface

tomcat

Random Port

49221

TCP

SnapExtensions >
SnapEDR

SnapEDR

External Communications Port

49229

TCP

SnapExtensions >
SnapEDR

SnapEDR

External Communications Port

1024 65535

TCP & UDP

Network > NFS
Network > FTP

NFS
FTP (Passive)

Dynamically allocated in runtime for user
connections
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Appendix D

SnapCLOUD includes a command line interface (SnapCLI) that is accessible through SSH.
Using the CLI, users can access information about most of the SnapCLOUD configuration
parameters and perform configuration and maintenance functions without using the Web
Management Interface or SSM.
IMPORTANT: Some administrative tasks must still be performed using the Web Management
Interface. The CLI is intended as a convenient way to perform some functions; it is not intended
as an alternative to using the Web Management Interface.
Topics in Command Line Interface
•

SnapCLI Syntax

•

Scripts in SnapCLI

SnapCLI Syntax
SnapCLI command syntax uses three parameters: COMMANDS, ARGUMENTS, and OPTIONS. To
generate commands in SnapCLI, use the following syntax:
COMMAND [ARGUMENT] [OPTIONS]

where COMMAND is the name of one of the SnapCLI commands, ARGUMENT is an action available
for that command, and OPTIONS are additional parameters for the command.
Once logged into the CLI, there are several ways of displaying information about available
parameters.
Type

Result

?

See an overview of the CLI, with a list of available commands and a
description of command syntax.

{command} help

See a description of that particular command’s function and a list
of options available for the command.

tab

Finish the command you have started to type (such as, tabcomplete).

{command} tab

List any arguments and/or options available for that command.

For example, to see a list of available commands once you have logged into SnapCLI, type “?”
at the prompt.
To see a description of a specific command, type the command name (for example, date) +
“help” or “?”:
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Command

Arguments and Options

Descriptions

date

timezones

- list available time zones

get

- get server date/time

set [OPTIONS}
- [day=1-31]
- [month=1-12]
- [year=1900-current]
- [hour=0-23]
- [minute=0-59]
- [second=0-59]
- [timezone=1- 40]

- set server date/time
- day of month
- month of year
- year
- hour
- minutes
- seconds
- timezone (use the command date
timezones to get a list of timezones)

In this instance, to set the date to October 27, 2011, enter:
date set day=27 month=10 year=2011

NOTE: If, instead of typing the word date, you had typed d + [tab], the word would have been
completed for you. If you entered d + [tab] + [tab], the word would have been completed
and the available options displayed.
Suppose, instead of date, you typed the command web. Two arguments would be available,
one with options:
Command

Arguments and Options

Descriptions

web

get

- get WEB properties

set [OPTIONS]

- set WEB properties

- require-webviewauth=(yes|no)

- require HTTP/HTTPS
clients to authenticate
in order to access the
server
-enable/disable nonsecure HTTP access

- non-secure-http=(yes|no)

Thus, the following command string:
web set require-webview-auth=yes non-secure-http=no

sets HTTP/HTTPS properties on the SnapCLOUD to require clients to authenticate in order
to access the SnapCLOUD and to disable non-secure HTTP access.

SnapCLI Procedures
Use these procedures to access and exit SnapCLI.
Log into SnapCLI
1. Make sure your client has an SSH v2 client application installed.
NOTE: Free or low-cost SSH applications are available from the Internet.
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2. Connect to a SnapCLOUD using its IP address and log in as admin (or any other
member of admingrp).
You will automatically be placed in the CLI shell.
NOTE: SSH v2 is required. If you fail to connect to the SnapCLOUD, ensure that your SSH client is
configured to connect via SSH v2.
Exiting SnapCLI
To exit SnapCLI, type exit. The SSH session will close.

Scripts in SnapCLI
Administrative tasks can be automated with shell scripts that call SnapCLI commands.

Run a SnapCLI Script
1. Create the script and put it in a share on the local server.
•

Be sure to use an application that is compatible with the standard Unix text file
format (for example, vi). Avoid using Windows clients to create or edit scripts.

•

Place the script in a share that will never be part of a delete script.

2. Log in to the SnapCLI (see Log into SnapCLI on page 207 for instructions).
3. Type osshell to get a bash prompt (#).
4. At the prompt, make sure the script is executable by typing the following and pressing
Enter:
chmod +x/shares/[sharename]/[scriptname]

where sharename is the name of the share where you put the script and scriptname is
the name of the script.
5. To run the script, type the path again and press Enter:
/shares/[sharename]/[scriptname]

Sample Script
Following is an example script that can be used to create and remove users, groups, and
shares:
#!/bin/sh
###################################################################
# Copyright 2003-2015 Overland Storage, Inc. All rights reserved. #
# Permission is granted to use this code provided that it
#
# retains the above copyright notice.
#
###################################################################
CLI=/bin/cli
USER=myuser
PASSWORD=myuserpass
GROUP=mygroup
SHARE=myshare
VOLUME=VOL0
# usage: 'mkuser <user_name> <password>'
mkuser()
{

10400701-001

©2015 Sphere 3D Corp.

 208

SnapCLOUD Version 7.6 Administrator’s Guide

D - Command Line Interface

Create a User
# if the user does not exist then create it
if ! $CLI user get user-name="$1" > /dev/null 2>&1; then
echo "Creating user '$1' ..."
$CLI user create user-name="$1" password="$2" > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo "Creation of user '$1' failed."
return 1
fi
else
echo "User '$1' already exists."
fi
return 0
}
# usage: 'mgroup <group_name>'
mkgroup()
{
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Create a Group
# if the group does not exist then create it
if ! $CLI group get group-name="$1" > /dev/null 2>&1; then
echo "Creating group '$1' ..."
$CLI group create group-name="$1" > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo "Creation of group '$1' failed."
return 1
fi
else
echo "Group '$1' already exists."
fi
return 0
}
# usage: 'adduser2group <user_name> <group_name>'
adduser2group()
{

Add the User to the Group
# if both the user and the group exist add the user as a member of this group
if $CLI user get user-name="$1" > /dev/null 2>&1; then
if $CLI group get group-name="$2" > /dev/null 2>&1; then
echo "Adding user '$1' to group '$2' ..."
$CLI group member add user-name="$1" group-name="$2" > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo "Adding user '$1' to group '$2' failed."
return 1
fi
fi
fi
return 0
}
# usage: 'mkshare <share_name> <share_volume>'
mkshare()
{

Create a Share
# if
if !
echo
$CLI

the share does not exist create it
$CLI share get share-name="$1" > /dev/null 2>&1; then
"Creating share '$1' ..."
share create share-name="$1" share-volume="$2" > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo "Creating share '$1' failed."
return 1
fi
else
echo "Share '$1' already exists."
fi
return 0
}
# usage: 'rmuser <user_name>'
rmuser()
{

Delete the User
# if the user exists then delete it
if $CLI user get user-name="$1" > /dev/null 2>&1; then
echo "Deleting user '$1' ..."
$CLI user delete user-name="$1" > /dev/null 2>&1
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if [ $? -ne 0 ]; then
echo "Deletion of user '$1' failed."
return 1
fi
else
echo "User '$1' does not exist."
fi
return 0
}
# usage: 'rmgroup <group_name>'
rmgroup()
{

Delete the Group
# if the group exists then delete it
if $CLI group get group-name="$1" > /dev/null 2>&1; then
echo "Deleting group '$1' ..."
$CLI group delete group-name="$1" > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo "Deletion of group '$1' failed."
return 1
fi
else
echo "Group '$1P' does not exist."
fi
return 0
}
# usage: 'rmshare <share_name>'
rmshare()
{

Delete the Share
# if the share exists delete it
if $CLI share get share-name="$1" > /dev/null 2>&1; then
echo "Deleting share '$1' ..."
$CLI share delete share-name="$1" > /dev/null 2>&1
if [ $? -ne 0 ]; then
echo "Deletion of share '$1' failed."
return 1
fi
else
echo "Share '$1' does not exist."
fi
return 0
}

Create a User, Group, and Share; Then Add the User to the Group
##############
#
Main
#
##############
# create a user, a group and a share and add the user to the group
mkuser "$USER" "$PASSWORD"
mkgroup "$GROUP"
adduser2group "$USER" "$GROUP"
mkshare "$SHARE" "$VOLUME"
#remove the group, the user and the share
rmgroup "$GROUP"
rmuser "$USER"
rmshare "$SHARE"
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Index

Symbols

196

off-the-shelf solutions

> (menu flow indicator)

154

backup.acl

4

backup.qta.groups
backup.qta.users

154
154

A
About box

C

30

ACLs

CA Unicenter TNg

154

backing up

setting file-level permissions (Windows)
Active Directory
and name resolution servers

41

SnapServer interoperability with
adjusting snapshot space

43

82

NFS

191

Advanced Share Properties

180
105, 107

47

alert definitions

4
28

HTTPS/HTTP
Kerberos

NIS domain

30

conventions, typographical

4

3

158
77

date and time settings

59

33

defaults
admin password

52

TCP/IP

52

automatic update checking

206

data protection tasks

98

43

LDAP domain

syntax

data import

Authentication
default settings

206

208

D

196

Application Notes

43

contact information pop-up
customer support

AFP, see Mac OS
alert messages

59

49

running scripts

196

AFP terminology

54

Command Line Interface

181

administration password
AFP backup

FTP

Windows SMB

Administration page

34

47

Apple

HTTPS/HTTP

admin password
changing

32

changing server name

client access, configuring

143

Active Users page

57
180, 191

CLI connection via SSH

45

joining AD domain

202

change password

39

directories, home

165

98
138

Disaster Recovery
backing up server and volume settings

B

creating recovery files
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LUNs

domain search
authentication required

112, 132, 134

87

name (alias)
100

joining ADS

86

multi-initiator support

domains

iSNS

E

62

K

Email Notification

171

Ethernet, see Gigabit Ethernet

Kerberos

43

key icon

179

149

Event Log page

103

exports file, NFS

L
LDAP

F

52

configuration

file/folder security information

179

52

domains

201

files, setting permissions for

load balancing, configuring server for

FTP

39

124

local groups
56

connecting via

M

G
GID

94

Mac OS
99

configuring client access

Groups
125

creating local

Macintosh, supported OS versions
201

file-level access for

158

data import

H
30

66

167

support

138

tools

170

178

mapping, ID

home pages

178, 181

menu flow indicator

57

131

59

I

143

149

event log

hardware status
131
18

options
172

142

144

open files

internal temperature, e-mail notification of

28

monitor
active users

Initial Setup Wizard

4

message in Web Management Interface

HTTPS/HTTP, configuring

ID mapping

152

shutdown and restart

Home page

HP Open View

152

163

OS update

hardware information pop-up
Head Unit properties page

11

maintenance
disaster recovery

home directories

47

48

Finder

141

monitor network traffic

145

IP address
setting

39

IQNs for iSCSI disks
84

iSCSI disks
backing up
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62
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current settings

37

Network Monitor page
©2015 Sphere 3D Corp.

145
 213

SnapCLOUD Version 7.6 Administrator’s Guide

resynchronization, setting alert for completion of

network monitoring
148

graphing options
Zoom Bar

S

146

Secure Shell (SSH)

148

34

security

NFS
49

guides

100

configuring

49

models

129

exports file

103

shares

103

access

server

114

share-level permissions

and volume settings, backing up

196

NFS backup

201

Windows ACLs

49

read-only share access

changing server name

NIS

server registration, online
setting e-mail alerts

O
Open Files page

144
163

107

edit properties
3

154

108

delete

checking for

172

backing up configuration

Overland technical support

168

103

Shares

OS update

171

142

Server Number

52

domains

153

32

server events notification

54

configuration

shares with Admin rights

179

152

shutdown

Simple Network Management Protocol, see SNMP

P

29, 177

site map

password
191

SMB

121

unlock

31

server links

changing

40
196

SMB backup

paths

SMB2
60

connecting via web browser

45, 46

SMTP methods supported

permissions
file-level, default behavior
product documentation

202

3

111

188

Snap Finder

206

SnapCLI

running scripts

208

206

syntax

SnapCLOUD specifications

Q

SnapDRImage

Quotas

SnapDRImage file location
154

backing up configuration

R
reducing snapshot space
Registration page
remote discovery
replication

194

172
82

24, 168
189

10

154
180

SnapExtensions
main page

183

Snap EDR

186

Sync

reboot, setting up alert for

171

186, 194

Snap EDR

share- and file-level interaction

restart

172

148

download usage records log
viewing usage

Index

183

snapshots
access

200

create

80

default page
overview

78

78

152
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scheduled

Web Management Interface

83

200

shares

alert messages
58

SNMP configuration

58

SNMP configuration page

storage
support
Sync

Web Server

60

Windows
10

specifications, SnapCLOUD

enabling guest account access

167

networking (SMB)
181

40

active directory domain
see also Active Directory

141

System Status page

setup

T

Shares

TCP/IP
39

workgroup, joining

39

42

43

Z

3

terminology for AFP
Tivoli NetView
tools

103

20

initial configuration
options

43

100

workgroup environment

technical support

45

see also Authentication

142

Windows Active Directory

configuring

41

security, joining

183

system monitoring

44, 46

43
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