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About the management report
The ransomware report on the current situation from the point of view of the channel is 
based on from a survey of more than 2,400 Managed Service Providers (MSPs), Datto 
Partners and customers around the world. The report offers a unique insight into the 
current ransomware situation from the point of view of the IT channel and its SME 
customers, dealing with ransomware infections daily. The report contains numerous details 
on ransomware, year-on-year trends, information on frequently - the nature and objectives 
of the attacks, the effects of the attacks and recommendations manufacturing and business 
continuity in the face of growing threats.

About Datto
Datto's goal is to provide the best technology to SMEs around the world support. Datto 
achieves this by delivering its unique managed community Services providers are 
equipped with the right products, tools and know-how, so that these can offer the 
maximum customer benefit. With this approach was Datto becoming the world leader in 
MSP solutions. Datto is headquartered in Norwalk near New York, his German office in 
Munich and operates numerous Branches worldwide.
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Main Results
• Ransomware remains a massive threat to small and medium-sized 

businesses medium-sized enterprises (SMEs). Report from Q2 
2016 to Q2 2018 79% of MSPs from ransomware attacks on 
customers - alone In the first half of 2018, this figure is already 55%. 
92% of MSPs expect the number of ransomware attacks to increase 
continue at the same level or higher. 

• Managed Service Providers (MSPs) report on average 5 of these 
attacks on their customers each year. In the first half of 2018, even 
35% of MSPs report that customers were attacked several times in 
one day (compared to 26% last year)

• The problem is far greater than expected, as it is a big one dark 
figure gives. MSPs indicate that less than a quarter ransomware 
attacks are reported to the authorities.

• SMEs are aware of the frequency and impact of Unaware of 
ransomware attacks. Nearly 90% of MSPs are "very worried" about 
the threat of ransomware would. Only 36% of MSPs report that their 
customers just see it. 

• Lack of cyber security education is one of main causes of a 
successful Ransomware attack.  MSPs rank phishing emails among 
the most important ransomware methods followed by infected 
websites, web ads and Clickbait

• The consequences of a ransomware attack have an effect on 
the productivity of companies. When asked about the effects 
of a successful attack respond 67% the MSPs that their affected 
customers restrictions in terms of productivity. More than the 
half the MSPs indicates that the downtime for their customers
were threatening business. 

• The cost of downtime is ten times higher for SMEs as the 
demanded ransom.  MSPs indicate that required ransom is on 
average at 3.700 EUR - the average cost of an IT outage as a 
result of a Ransomware attack, however, are at 40,500 EUR. The
Paying the ransom solves the problem with the downtime not.

• Apple operating systems are not a guarantee of security. In 
the first half of 2018, the number of MacOS and iOS attacks 
according to MSP data in the year comparison by almost 500% 
up. 

• Ransomware infections in the cloud take years off to year 
too. Of the MSPs that are affected by cloud-based malware
Reports of infections indicate that almost 50% of Office 365 
are targeted.

• Compared to other solutions is Business Continuity & Disaster 
Recovery (BCDR) the most effective method for avoid 
downtime with ransomware. Just under 90% indicate that 
customers are using a Datto BCDR solution completely within 
24 hours or less of one Ransomware attack have recovered.

https://www.datto.com/de/
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SMEs underestimate ransomware risk
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Only 36 %
report that SMEs "very
concerned "with regard to
Ransomware are. 

for the follwoing reasons...

89 %   
think that SMEs needs 
to be very worried

of the 
MSPs

of the 
MSPs

https://www.datto.com/de/
https://www.datto.com/de/
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14 % of MSPs indicate keyloggers

Ransomware is the biggest malware threat for SMEs

Which of the following malware attacks have your customers experienced over the past two 
years? (Multiple choices possible)

79 % of MSPs report ransomware

63 % of MSPs report viruses

58 % of MSPs indicate adware

58 % of MSPs report spyware

38 % of MSPs specify Trojans

28 % of MSPs indicate cryptojacking

26 % of MSPs specify rootkits

20 % of MSPs report computer worms

https://www.datto.com/de/
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92 % of MSPs
expect the number of
Ransomware attacks at the same high
or higher level will continue.  

35 % of MSPs 
Report that customers  several times at one
Were attacked day (compared to 26% last year)

Ransomware attacks are increasing

From Q2 2016 - Q2 2018

79 % of MSPs 
report ransomware attacks SMEs. Report in the first 
half of 2018.  55% of attacks against their customers

Geo-Trend: In Europe 84% report the 
MSPs of ransomware attacks against SMEs 
in the period Q2 2016-Q2 2018. That's the 
highest value in the world Comparison. 

https://www.datto.com/de/


MSPs report on average
over 5 attacks against their
customers a year 

24 %
Of these attacks are the authorities 
reported. The problem is so far
bigger than expected. 

But only

Geo-Trend: Numerous countries and regions have laws (eg DSGVO in 
Europe), which oblige companies to injuries to both customers and 
authorities. 

Therefore, it is very likely that the number of reported cases will increase 
significantly. 
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The Common Denominator: User Error!

Das wirst Du
nicht glauben...

Attachment öffnen

Das wirst Du
nicht glauben...

Open Attachment 

Das wirst Du
nicht glauben...

Attachment öffnenDas wirst Du
nicht glauben...

Attachment öffnen

You'll
not to believe... 

Attachment öffnen

Das wirst Du
nicht glauben...

Attachment öffnen

Top Methods for Transferring
Ransomware: 

 Top weaknesses in cybersecurity:

66 %
 report Phishing-Mails 

33 %
indicate that the user 
deficient in Cyber security 
area are trained 

21 %
specify Clickbait

24 %
report infected
websites / Web 
ads 

28 %
give weak Passwords / 
bad Access management 

28 % 
specify credulous 
user behavior

of the 
MSPs

of the 
MSPs

of the 
MSPs

of the 
MSPs

of the 
MSPs

of the
MSPs

https://www.datto.com/de/
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Many SME CEOs think for some reason that they are 
immune. That's actually the one biggest threat. They 
think they are nothing have what the hackers might 
be interested in accordingly, they invest nothing in 

their own protection. Until something happens. 
Then they are shocked, how much are the costs to 

everything again to get started. 
- Michael Drake, CEO, masterIT

https://www.datto.com/de/
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Ransomware attacks are expensive
What applies to your customers after a ransomware attack?
(Multiple choices possible)

67 % of MSPs indicate productivity limitations

53 % of MSPs report business-threatening downtime

43 % of MSPs indicate that data and / or devices were lost

42 % of MSPs say the infection has spread to other devices on the network

32 % of MSPs indicate that customer profitability has fallen

30 % of MSPs report that customers have paid the ransom 

25 % of MSPs say that their customers' reputation has suffered

22 % of MSPs report stolen data

18 % of MSPs say the ransomware has remained in the system and struck again 

12 %  of MSPs report that they were unable to comply with SLAs

12 % of MSPs say they are guidelines could not comply.

11 %    
of MSPs say customers have paid the ransom, but did not get their data back 

B

BBBB B

B

https://www.datto.com/de/


Quellen: Reuters, The Atlanta Journal-Constitution

The authorities needed additional

$9.5M  
for the restoration (Reuters)

SamSam Ransomware 
Hacker demanded

$51K Ransom

22. March 2018 B

B
B

B

Staff of the city

can go back to work

B

B

5 Days
with 

crippling 

downtime

6. August 20186. June 201827. March 2018
B

B

Example Atlanta: US city ransomware attack paralyzed
The city of Atlanta was the victim of a SamSam ransomware attack. For five days numerous applications were paralyzed and the city employees 
could not work with the government equipment. The affected systems included the ticket system for the local police and the software used by the 
court. The effects of the attack ranged far beyond the employees of the Government, affecting an estimated 6 million people dependent on urban 
services. 

estimated
total cost
for the
Restoration   

$17M (AJC)

B

B
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The cost of downtime is well 
above the cost of that ransom 

3.700 €

40.500 €

Average Ransom

DAverage Cost per
Downtime

Downtime costs

10x more
as the ransom 
(per incident).

Geo-Trend: MSPs in Canada report the 
highest ransom demands with the equivalent 
of 5,700 euros per incident. 

(Note: downtime also occurs when 
paying the ransom, too in case of 
multiple infections this will be Problem 
not by paying Ransom solved.) 

https://www.datto.com/de/


Media/Entertrainment  6 % 
High-Tech 5 %

Energy and supply 
companies 5 %
Telecommunications 3 %

Agriculture 1 %
Other 0.11 %

Finance /
Insurance 27% 

Healthcare 25 %

Law 21 %

Non-Profit 20 %

Real estate 15%

Verwaltung 8 %

Trade 15 %
Consumer goods 10%

Education 11 %

Architecture/
Design 10% 

Travel (Transprt.) 10 %
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No industry is safe
In your experience, which industry has already fallen victim to ransomware?
(Multiple choices possible)

Service-
services 35% 

Construction/
Manufacturing 38 %

https://www.datto.com/de/
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CryptoLocker and WannaCry lead the list

Note: SamSam is small but powerful. The US city of Atlanta was founded by a
SamSam attack shattered. Variants of these have also been industry in Indiana 
and the transportation system of Colorado affected. In July 2018, Sophos 
estimated that SamSam hackers were worth about $ 6 million have taken. 

CryptoLocker

71 %

WannaCry 

50 %

CryptoWall 

40 %

Locky 

24 %

CryptXXX 

18 %

Petya 

17 %

TeslaCrypt 

14 %

CBT Locker 

11 %
notPetya 

9 %Torrent 
Locker 

8 %

Bad Rabbit 

7 %
CrySis 

6 %

CoinVault 

5 %
Cerber 

5 %

SamSam 

3 %

Were your customers victims of the following ransomware 
attacks? (Multiple choices possible)

https://www.datto.com/de/
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500 % increase: MSPs report attacks on Apple's OS 

In your experience, which systems were infected by ransomware? (Multiple choices possible)

99 % 
Windows

9 % 
macOS 

8 %
Android

5 %
iOS

Note: Ransomware attacks on Apple are increasing. The 
number
MSPs reporting attacks on MacOS / iOS are over almost 500% 
up on the previous year.

Geo-Trend: The Asian region
Pacific registers the world over
highest number of ransomware
Attacks on Android; 11% of the
MSPs report infections this system. 

https://www.datto.com/de/


16   | datto.com/de

Nothing can prevent ransomware

86 %   
Report that the victims had
Antivirus software installed 65 % 

Note: Since no individual
Solution guaranteed protection
against ransomware attacks
offer, the combination of 
nation of several solutions
highly recommended. 

 of  
MSPs

of 

M  SPs 
Report that the victims
had email / spam filter 
in use 

29 %   
Report that the victims
had pop up blocker in 
use 

 of 
MSPs

https://www.datto.com/de/
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According to MSPs, Business Continuity & Disaster 
Recovery (BCDR) the most effective protection 
against ransomware

Unified Threat  
Management-Plattform

#5

Antivirus-Software#4

Patch Management#3

#2 Employee Training

#1 BCDR-Solution*
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Note: Ransomware attacks will continue. To protect customers, 
respond effectively to attacks, and prevent downtime, BCDR is 
critical

*BCDR: Business Continuity & Disaster Recovery

https://www.datto.com/de/
https://www.datto.com/de/
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A reliable BCDR solution prevents costly 
downtime

No BCDR-Solution 
only 60 % 
MSPs report that their 
customers were ready for use 
so quickly.

BCDR-Solution*† , 90 %  
The MSPs report that customers have 
fully recovered from a ransomware 
attack within 24 hours or less..

* BCDR: Business Continuity and Disaster Recovery 
† Refers to Datto devices

BCDR not only 
speeds recovery, 

MSPs also consider 
it cost-effective

  best
Solution against 

ransomware.

https://www.datto.com/de/
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A ransomware response plan needs more than BCDR

Detection
Identification of 
ransomware on 
customer devices.

Communication 
Proactive approach to 
your SME customers.

Recovery
Let your customers work on virtualized devices and / or 
quickly restore infected devices.

Prevention
Close any security gap 
and promote employee 
education.

Root cause analysis
Understand how ransomware 
could get into your customer's 
system.

https://www.datto.com/de/
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Majority of MSPs are sure: 
Ransomware will remain a problem

Ransomware attacks will 
increase significantly

Ransomware attacks 
will increase

Ransomware attacks will 
neither increase nor decrease

Ransomware attacks 
will decrease

Ransomware attacks will 
decrease significantly

92 %  

say the number of 
ransomware attacks 
will continue at the 
same or higher 
levels. 

42 %
37 %

13 %

6 %

2 %

of
MSPs

https://www.datto.com/de/


Ransomware will reach the cloud
28% of MSPs report ransomware attacks on SaaS applications 
(+2% year over year)

49 % report 
Office 365-Infections 
(+17% in comparison to Vorjahr)

22 % report
G Suite-Infection 
(+1% in comparison to Vorjahr)

Geo-trend: In the Asia-Pacific region, over 38% of 
MSPs report infected SaaS applications. That is the 
highest value worldwide.
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of which 28 % :

https://www.datto.com/de/


Ransomware will be personalized

54 %
erwarten, dass Ransomware 

IoT-Geräte
ins Visier nehmen wird

43 %
expect ransomware

Wearables
(eg smartwatches)
will be targeted

39 % 37 %
expect Ransomware

medical 
Devices   
(eg insulin pumps, pacemakers) will 
be targeted

57 %   
predict that ransomware will 
target social media accounts
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der 
MSPs

of 
                                      MSPs

expect  Ransomware

self-driving cars
will be targeted

of 
MSPs

of 
MSPs

of
MSPs

https://www.datto.com/de/
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Ransomware will cause harm everywhere

whole company will 
ruin

entire governments 
will blackmail

critical supply 
infrastructure (eg the 
electricity grid)

Users will attack due to 
demographic characteristics

the biggest weapon in the cyber 
war will replace conventional 
warfare

to evolve over 
artificial intelligence 
and become 
uncontrollable

MSPs expect ransomware ...

delete all personal 
information from the Internet

https://www.datto.com/de/
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Conclusions

Businesses need strengthen 
the defense: your employees. 
Businesses should conduct 
cyber security training regularly 
and compulsorily to ensure that 
all employees are able to detect 
phishing attempts in their 
inboxes. This could be one of 
the main causes of Ransomware 
infections be contained.

Businesses need the business 
continuity with BCDR.
There is no safe way to 
ransomware
to prevent. Instead, companies 
should focus on how to 
maintain operations despite a 
ransomware attack. One way 
to accomplish this is to deliver 
a robust, fast and reliable 
Business Continuity & 
Disaster Recovery (BCDR) 
solution.

Companies need to use 
multiple solutions to prepare 
for the worst-case 
scenario.Standard security 
solutions are no longer enough 
to combat ransomware, as 
ransomware reaches businesses 
in a variety of ways. Reducing 
risk requires a multi-layered 
approach, not just a single 
product.

Companies need a dedicated 
expert for cyber security, to 
ensure business continuity. 
Instead of relying on a trained IT 
expert, SMEs often rely on a 
"computer-savvy" employee who 
oversees their IT support.

If a company can not (or does not 
want to have) its own IT staff for 
24/7 cyber security monitoring, it 
should deploy a Managed Service 
Provider (MSP) that has the time 
and resources to run a business to 
protect against the latest cyber 
threats.

https://www.datto.com/de/



